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Abstract
This edition of the Installation and Administration Guide applies to Squore 15-A-SP2 and to all subsequent
releases and modifications until otherwise indicated in new editions.
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contracts between Squoring Technologies and its customers.

All third-party products are trademarks or registered trademarks of their respective companies.

Warranty
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The following conventions are used in this manual.
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Typeface or Symbol

Meaning

Bold

Book titles, important items, or items that can be
selected including buttons and menu choices. For
example: Click the Next > button to continue

Italic

A name of a user defined textual element. For
example: User nane : admin

Couri er

Files and directories; file extensions, computer
output. For example: Edit the conf i g. xm file

Couri er

Commands, screen messages requiring user action.
For example: User nane : admin

Menu choices. For example: Select Fi | e > Cpen.
This means select the File menu, then select the Open
command from it.

Generic terms. For example: <I NSTALLDI R> refers
to the Squore installation directory.

Notes

Screenshots displayed in this manual may differ slightly from the ones in the actual product.
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Acronyms and Abbreviations

The following acronyms and abbreviations are used in this manual.

Cl Continuous Integration
CLI Command Line Interface
DP Data Provider, a Squore module capable of handling

input from various other systems and import
information into Squore

RC Repository Connector, a Squore module capable
of extracting source code from source code
management systems.
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1. Introduction

This document was released by Squoring Technologies.

It is part of the user documentation of the Squore software product edited and distributed by Squoring
Technologies.

This document is the Installation Guide for the Squore software product.

While we recommend that you read it in its entirety, we divided it up into chapters for an easier introduction
to Squore:

> Jump to Chapter 2, The Squore Architecture to learn about the available Squore components.
> Jump to Chapter 3, Installing Squore to learn how to deploy Squore in your environment.

> Jump to Chapter 4, Starting Squore to learn how to to start Squore Server.

> Jump to Chapter 5, Squore Administration to discover how to maintain a Squore installation.

> Jump to Chapter 6, Integrating Squore on Your Network to understand how to integrate Squore Server
within your network.

2 Jump to Chapter 7, Sizing Squore Server and Database to evaluate the resources that Squore will require
in your environment.

If you want to install Squore Command Line Interface, refer to the Command Line Interface manual.

If the information provided in this manual is erroneous or inaccurate, or if you encounter problems during
your installation, contact Squoring Technologies Product Support: http://support.squoring.com/

You will need a valid Squore customer account to submit a support request. You can create an account on
the support website if you do not have one already.

For any communication:

= support@squoring.com

[=1Squoring Technologies Product Support
76, allées Jean Jaurés / 31000 Toulouse - FRANCE

Approval of this version of the document and any further updates are the responsibility of Squoring
Technologies.
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The version of this manual included in your Squore installation may have been updated. If you would
like to check for updated user guides, consult the Squoring Technologies documentation site to consult or
download the latest Squore manuals at http://support.squoring.com//documentation/15-A-SP2. Manuals
are constantly updated and published as soon as they are available.
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2. The Squore Architecture

Squore is based on a traditional 3-tier architecture consisting of:

> a database and a data folder for storing project data
> an application server
> a client front-end accessible through a Web Browser

» a Command Line Interface (Squore CLI) to interact with the server from a client machine

SQUORE

ClientWeb Browser Server

Database

T~

] >
.

ClientWeh Browser File System

(optional)

SCM

Command Line Interface

The Squore Architecture

As shown in the schema above, Squore Server can provide analysis results to clients without having access
to any source code, in scenarios where the analysis is carried out on a client machine with access to the SCM
repository, as is the case in most Continuous Integration environments.

If you are planning to access source code hosted in a Subversion, Git, ClearCase, CVS or Synergy repository,
a command line client for this repository must be available on the machine where the Squore analysis

carried out. For complete information about all installation pre-requisites, consult Section 3.1, “Installation
Prerequisites”.

Squore allows analysing source code in the following programming languages: ABAP, Ada, C, COBOL, C++, C#,
Fortran 77, FOrtran 90, Java, JavaScript, Lustre, PHP, PL/SQL, Python, T-SQL, Visual Basic .NET, XAML.

The Squore database is a PostgreSQL database used for storing:

> a hierarchy of artefacts defined in a software projects (e.g. files, classes, functions)

> incremental sets of base measures (e.g. complexity measures provided by the Squore data providers)
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> incremental sets of derived measures (i.e. all measures computed by the specified Squore analysis model)

Along with the database, a set of data files is maintained on disk to compute information about project history
and stability. A backup of a Squore installation must always include the database and the file system. For more
information about backing up your installation, refer to Section 5.4, “Backing-Up the Squore Installation”.

Note: No source code is stored in the database or the file system.

The Squore application server is based on the JBoss AS/J2EE framework. Its main functionalities are:

> Aggregating data coming from the various Squore Data Providers
> Applying an analysis model, producing high-level key performance indicators

> Exploring and analysing the results using efficient graphical representations and statistical features

Squore end-users access the server services through a Web interface that enables them to:

> Create projects from source code or other data types via the Squore Data Providers system.

> Explore the results of analyses, view the levels of performance of the project artefacts via a user-specific,
dynamic dashboard making use of filtering and sorting features

> Review action plans, highlights and findings of the analysis

> Export information for reporting purposes

> Perform administration tasks like managing users and groups or troubleshooting the system
Squore is compatible with many browsers. The following is the list of officially supported browsers.
> Google Chrome 24 and up

> Modzilla Firefox 17 and up

> Apple Safari 6 and up

> Microsoft Internet Explorer 8 and up

For more details on performance-related requirements when using Squore, please refer to Chapter 7, Sizing
Squore Server and Database.

In order to provide compatibility with Continuous Integration systems or run analyses on machines other than
Squore Server, Squoring Technologies also delivers Squore CLI (Command Line Interface): a set of APIs used
to remotely create and manage software projects.

Squore CLI is a Squore package that allows a Squore client to locally analyse project source code files visible
to the client machine and send the results to a remote Squore server.

Squore CLI comes as a separate installable package that can be downloaded from Squoring Technologies's
support site: http://support.squoring.com/download_area.php.

For more information about installing Squore CLI, refer to the Command Line Interface manual.
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Squore Server requires a valid licence file in order to run. The licence file information is served by the Squore
Licence Server, which reads a licence file squor e- | i cense. p7s located in <I NSTALLDI R>/ server/
st andal one/ confi gurati on.

The licence file is delivered by Squoring Technologies and can be copied on the machine hosting Squore
Licence Server at installation time or post-installation. In all cases, Squore Server must be restarted to take
into account new licence information.

If you run multiple instances of Squore Server, each one can have its own Squore Licence Server and licence
file, or you can point them to a common Squore Licence Server.

Note

Sharing an instance of Squore Licence Server between multiple Squore Server instances means that
each Squore Server instance queries the Squore Licence Server to find out which licence features
are available. The Squore Licence Server keeps track of the total number of active users, volume of
code analysed and number of projects created on all instances of Squore Server. User-Management
is specific to each Squore Server: if a user called "admin" exists on two instances of Squore Server
linked to the same Squore Licence Server and both accounts are active, as far as the Squore Licence
Server is concerned, two licences are used by two individual users.

The licence file restricts Squore usage according to the following parameters:

> A licence file has a start date: it becomes active at a date decided by Squoring Technologies when the
licence is issued.

> A licence file has an end date: it becomes invalid at a date decided by Squoring Technologies when the
licence is issued.

> A licence file is tied to a particular server host-id, a fingerprint of some of the hardware components of a
server machine. It can therefore not be used on another machine. If you need to move your licence file to
another machine, contact Squoring Technologies to request a new licence. If you need to know your host-
id, refer to Section 3.1.4, “Obtaining a Licence File”.

> A licence file defines a maximum number of active users. A user is active if any activity has been recorded
for their Squore Server account in the past 6 months. Activities include remote project creation, viewing
of analysis results, and e-mail notification.

> A Squore login is meant to be used by an individual user: each Squore user should log into Squore using
their own personal account.

> A licence file defines a maximum number of projects that can be created. After this number is reached, no
new projects can be created.

> A licence file defines a maximum number of lines of source code that can be analysed. After this number
is reached, no new analysis can be carried out.

> A licence file defines the ability to generate XML report of analyses, export data and generate reports from
the web user interface.
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3. Installing Squore

Important: Squore can only be installed in a folder whose path contains no space, accented and non-Latin
letters or special characters. This is a JBoss/PostgreSQL limitation that must be followed to ensure maximum
compatibility, efficiency, and to avoid unexpected behaviour when analysing projects.

Tip

It is good practice to use separate folders for the product, the database cluster and the data files, in
order to make the backup process more intuitive. Refer to the specific options of the setup package
for your platform below to know how to specify the desired paths when installing Squore.

The following is a list of the officially supported operating systems for Squore Server:

> CentOS 6

> Fedora 19

> RedHat EL 5

> RedHat EL 6

2 SuSe Linux 11.1

» Ubuntu Server 14.04

2> Windows 7

2> Windows 8

> Windows 10

> Windows Server 2008 R2

Squore is compatible with many browsers. The following is the list of officially supported browsers.

> Google Chrome 24 and up

> Modzilla Firefox 17 and up

> Apple Safari 6 and up

> Microsoft Internet Explorer 8 and up

For a successful installation of Squore, you will need:

> The latest version of the Squore installer, which can be downloaded from http://support.squoring.com/
download_area.php

> A user account with system administrator privileges
> The Oracle Java Development Kit version 1.6.0_45 (64 bit) or higher

Warning
2 Java 1.8 is not supported.

> It is technically possible to run Squore using a 32-bit JDK, however this will limit the memory
available to 1GB of RAM to run the application, which is will result in poor performance. If
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you still want to attempt such an installation, consult the troubleshooting page at http://
openwiki.squoring.com/index.php/Running_Squore_On_A_32-bit_Java_lInstallation

> At least 2 GB of space available on the disk for a full installation
> At least 8 GB of RAM on the server

> Avalid licence file (optional, since the licence file can be added after installation)

Tip

Keep in mind that the requirements above are the strict minimum. In production, Squore Server
generally runs on a dedicated machine with a multi-core processor and 8 to 12GB of RAM. Squore
reserves 25% of the available RAM of the machine to the database and another 25% to the server.
External processes (like CheckStyle or Findbugs) running on the same machine as Squore may add to
the amount of RAM required for analysing source code. Linux is known to offer better performances
than Windows when running Squore.

Because a licence is linked to the hardware on which Squore Server is installed, Squoring usually delivers a
temporary licence to try out Squore first. This give you time to send out your host-id to our team, who will
then issue a permanent licence file. In order to find out what your host-id is, follow these steps:

1
2.
3.
4

Download the host-id checker from http://support.squoring.com/download_area.php
Open a terminal on the machine where you installed or plan to install Squore.

Run the commandj ava -j ar squore-hostid.jar.

Send the output to support@squoring.com.

A JDK is required. The Windows installer contains the tcl and perl runtimes as well as a portable PostgreSQL
installation.

On Linux platforms, the following must be installed before installing Squore:

> Perl version 5.10.1 or greater including the following extra-modules:

Ref : SIM_Squore

> Mandatory packages:

> Archive::Zip [module details] [http://search.cpan.org/~phred/Archive-Zip/lib/Archive/Zip.pm]

> Algorithm::Diff [module details] [http://search.cpan.org/~nedkonz/Algorithm-Diff/lib/Algorithm/
Diff.pm]

> Date::Calc (since 14-A-SP2) [module details] [http://search.cpan.org/~stbey/Date-Calc/lib/Date/
Calc.pod]

DBI [module details] [http://search.cpan.org/~timb/DBI/DBIl.pm]

DBD::Pg [module details] [http://search.cpan.org/~turnstep/DBD-Pg/Pg.pm]

Digest::SHA [module details] [http://search.cpan.org/~mshelor/Digest-SHA/lib/Digest/SHA.pm]
HTTP::Request [module details] [http://search.cpan.org/~gaas/HTTP-Message/lib/HTTP/
Request.pm]

JSON [module details] [http://search.cpan.org/~makamaka/JSON/lib/JSON.pm]

> LWP::UserAgent [module details] [http://search.cpan.org/~gaas/libwww-perl/lib/LWP/
UserAgent.pm]

¥

¥

¥

¥

¥
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> LWP::Protocol::https [module details] [http://search.cpan.org/~gaas/LWP-Protocol-https/lib/LWP/
Protocol/https.pm]

> Time::HiRes [module details] [http://search.cpan.org/~zefram/Time-HiRes/HiRes.pm]
> XML::Parser [module details] [http://search.cpan.org/~toddr/XML-Parser/Parser.pm]
> Optional packages for working with Microsoft Excel:

> Spreadsheet::XLSX [module details] [http://search.cpan.org/~dmow/Spreadsheet-XLSX/lib/
Spreadsheet/XLSX.pm]

> Spreadsheet::WriteExcel [module details] [http://search.cpan.org/~jmcnamara/Spreadsheet-
WriteExcel/lib/Spreadsheet/WriteExcel.pm]

> Spreadsheet::ParseExcel [module details] [http://search.cpan.org/~jmcnamara/Spreadsheet-
ParseExcel/lib/Spreadsheet/ParseExcel.pm]

> Spreadsheet::BasicRead [module details] [http://search.cpan.org/~gng/Spreadsheet-BasicRead/
BasicRead.pm]

> HTML::Entities (since 14-A-SP3) [module details] [http://search.cpan.org/dist/HTML-Parser/lib/
HTML/Entities.pm]

> OLE::Storage_Lite::PPS [module details] [http://search.cpan.org/~jmcnamara/OLE-Storage_Lite/lib/
OLE/Storage_Lite.pm]

> Digest::Perl::MD5 [module details] [http://search.cpan.org/~delta/Digest-Perl-MD5/lib/Digest/Perl/
MD5.pm]

> Crypt::RC4 [module details] [http://search.cpan.org/~sifukurt/Crypt-RC4/RC4.pm]

> Optional packages for working with OSLC systems:

2> HTML::TreeBuilder [module details] [http://search.cpan.org/~cjm/HTML-Tree/lib/HTML/
TreeBuilder.pm]

> HTTP::Server::Simple [module details] [http://search.cpan.org/~jesse/HTTP-Server-Simple/lib/HTTP/
Server/Simple.pm]

> HTTP::Server::Simple::CGl [module details] [http://search.cpan.org/~jesse/HTTP-Server-Simple/lib/
HTTP/Server/Simple/CGl.pm]

> WWW::Mechanize [module details] [http://search.cpan.org/~ether/WWW-Mechanize/lib/WWW/
Mechanize.pm]

> Date::Parse [module details] [http://search.cpan.org/~gbarr/TimeDate/lib/Date/Parse.pm]

> Date::Language [module details] [http://search.cpan.org/~gbarr/TimeDate/lib/Date/Language.pm]

> Date::Format [module details] [http://search.cpan.org/~gbarr/TimeDate/lib/Date/Format.pm]

> Time::Zone [module details] [http://search.cpan.org/~gbarr/TimeDate/lib/Time/Zone.pm]
Tip
If some of these modules are not available as packages on your operating system, use your perl

installation's cpan to install the modules. Using the OS packages is recommended, as it avoids
having to reinstall via cpan after upgrading your version of perl.

> Tcl version 8.5 or greater,
> PostgreSQL version 8.4 including at least the server component, and optionally, the pgAdmin utility. Note

that your system must use a UTF-8 locale for the database creation to be carried out successfully. You can
force this by running export LANG=UTF- 8 before installing Squore.

> The rsync utility

If you are running on a headless server, java-1.6.0-openjdk is not sufficient, as it lacks some fonts to render
Squore graphics. This is why using Oracle's JDK is recommended.
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3.2. Common Deployment Scenarios

3.2.1. Creating Projects using the Web Interface Only

SOuUoRE
Server

ClientWeb Browser

Squore in a configuration where projects are created via the web interface

In this simple deployment, you only use the web Ul to create projects. Squore Server is installed on a machine
and you connect to it using a web browser. Analyses are carried out on the server, which must have access
to the source files you are telling it to analyse.

3.2.2. Creating Projects From a Client Machine
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Date : 07/10/2015

http://www.squoring.com/

© 2015 Squoring Technologies All rights reserved. This material may not be reproduced, displayed, modified or distributed without the express prior written permission of the copyright holder. Squore
is protected by an Interdeposit Certification registered with Agence pour la Protection des Programmes under the Inter Deposit Digital Number IDDN.FR.001.390035.0005.000.5.P.2013.000.10600.



i SQUORE

Installation and Administration Guide

Instructing the Server to Run an Analysis

SQOUORE
Server

analysis

Command Line

Interface

Squore in a configuration where projects creations are requested by a client and delegated to a server

In this deployment, Squore Server is installed on one machine (the server), and Squore CLI is installed on
another machine (the client). The client remote-controls the server and instructs it to analyse source files.
The client provides the path to the sources as the server sees it. The sources need to be visible or accessible
from the server only, and the code is fully analysed on the server. This is known as the Delegate method and
is quite similar to what you achieve by creating projects from the web interface directly.

Sending Local Analysis Results to the Server

SQUORE
analysis Server

results

Comman
Line
Interface

Squore in a configuration where projects creations are run locally on a client and results are sent to a server

In this type of deployment the setup is the same as in the previous method, but the client runs the full analysis
and only send the results of the analysis to the server when it is done. This is useful when the server does not
have access to the source code, or when parts of the data analysed is only available on the client machine.

Ref : SIM_Squore Version : 15-A-SP2
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In a Continuous Integration scenario, you are free to choose either client/server deployment method
described in Section 3.2.2, “Creating Projects From a Client Machine”. This will depend on which machine
carried out the source code extraction or computes the data you feed to the Data Providers. You can learn
more about how to configure Squore in a Continuous Integration environment by referring to the Command
Line Interface Manual.

Squore provides a mobile-friendly web interface that can be used by users to view their favourite charts in
their dashboards. This requires no extra configuration on your part, as it uses the same http port as the main
web interface. For more information about how users may use Squore Mobile, refer to the Getting Started
Guide.

This section describes the possible scenarios for installing Squore on windows.

If you use all the default settings, the installer will deploy the following components in the specified locations:

> Squore Server (including its dedicated JBOSS and PostgreSQL instances) in “8YSTENMDRI VE% Squor i ng
\'squor e- server

> The portable Perl distribution in <I NSTALLDI R>\ t ool s\ per |

> The Squore database in “SYSTEMDRI VE% Squor i ng\ squor e- dat a\ cl ust er

> The Squore database backup directory in “SYSTEMDRI VE% Squor i ng\ squor e- dat a\ backup
> The Squore project data directory in “8YSTENMDRI VE% Squor i ng\ squor e- dat a\ proj ects

> The Squore temporary data directory in “85YSTENMDRI VE% Squor i ng\ squor e-dat a\t enp

> The Squore temporary source code directory in “SYSTEMDRI VE% Squor i ng\ squor e-dat a\t enp
\'sour ces

The installer provides options to modify the locations of the installation directory as well as the path to
the temporary data, project data, cluster and backup folder. You can also choose to use an already existing
PostgreSQL instance and your perl distribution, provided that it meets the requirements mentioned earlier.

Warning
The data and temporary folders must be excluded from the scope of virus scanners, malware
protectors and search indexers to avoid any errors during an analysis.

Note

When an error occurs during the installation, the installer wizard remains open and display the log
file of the installation, as shown on the screenshot below. When this happens, review the contents
of the installer window, and if necessary, copy and send the contents to support@squoring.com.

Ref : SIM_Squore Version : 15-A-SP2
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' Installation Aborted
Sy Setup was not completed successfully,
wmiiin

Create folder: C:\Usersiusername\AppDataiLocal\sQuORE \backup -
Rurning: C:dev 1262 tools\perl\perlibiniperl.exe C:\Users\MSERIS~1\AppDatailoca. ..
The files belonging to this database system will be owned by user “mserisier”,

This user must also own the server process,

The database duster will be initialized with locale English_Ireland. 1252,

The default text search configuration will be set to "english”.

creating directory C: fUsersfusernamefAppData/Local (SQUORE/duster ... initdb: coul. ..
C:\dev 1262 tools\pasgl/binfinitdb exited with value 1

Process exit status: 256

|1|:|

Copy Details To Clipboard

Squoting Technologies

The Installation Aborted screen

In order to start installing Squore, log on with an account that has administrator privileges and launch the
Squore installer. Each of the wizard screens is documented below in the order that you will see them.

1. The Squore installer Welcome screen

Ref : SIM_Squore Version : 15-A-SP2
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Welcome to the Squore
Setup Wizard.

This wizard will guide you through the installation of Squore.

This process will check your environment, prompt you for an
installation directory, and allow you to install the application
server and the database components,

i SQUORING

[ Mext = ] [ Cancel

The Squore installer Welcome screen

On the Welcome screen, click the Next > button to start the installation.

2. The Squore Licence Agreement screen

Ref : SIM_Squore Version : 15-A-SP2
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’ License Agreement
oJ Please review the license terms before installin

y g Squore,
lll.lll

Press Page Down to see the rest of the agreement.

SQUORIMG SOFTWARE LICEMSE AGREEMENT -
Flease read this document carefully, This is a legal agreement between you (hereafter in A
this document you are referred to as "Customer”™) and SQUORING Technologies

("Licensor ™).

CUSTOMER COMSEMTS TO BE LEGALLY BOUMND BY THESE TERMS. IF CUSTOMER. DOES
MOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, CLUSTOMER MUST MOT LISE
THE SOFTWARE AMD MUST RETURN IT TO LICENSOR WITHIM FOURTEEM (14) DAYS TO
RECEIVE A FULL REFUND OF THE PURCHASE PRICE.

If you accept the terms of the agreement, did: I Agree to continue. You must accept the
agreement to install Squore.,

< Back ][ I Agree ] [ Cancel

The Squore Licence Agreement screen

Review the Licence Agreement and click | Agree to accept the terms of the agreement and continue with
the installation.

3. Squore Server Destination Folder screen
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" Specify installation parameters
I ".I' Spedify required parameters to install Squore.

Setup will install Squore in the following folder. To install in a different folder, dick Browse and
select another folder. Click Mext to continue.

Destination Folder

C:\Squoringsquore-server’,

Space required: 735.0MB
Space available: 55.3GE

Squore Server Destination Folder screen

The Destination Folder screen allows you to select the Squore installation folder, where the application
server will be installed. If you choose the path of an existing Squore installation, the installer will offer
to upgrade this existing installation. Note that you should back up your data before you attempt to
upgrade a Squore installation.

Tip

The steps to follow in order to upgrade an existing installation are described in Section 3.6,
“Upgrading from a Previous Version”. The rest of the current chapter describes the procedure
for a new installation.

Check that the location suggested by the Squore installer is appropriate. If not, use the Browse... button
to select another location.

After specifying the Destination Folder, click on the Next > button.

4. The Squore Components screen
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Choose Components
L ch hich fe i
- oose whi atures of Sguore you want to install.
mlii

Chedk the compaonents you want to install and unchedk the components you don't want to
install. Clidk Mext to continue.

Select the type of install: [Full s
Or, select the optional =-[+¥] Sguore components

components you wish to Square

install: ' .

: Portable Strawberry Perl 5.12.3.0
Samples and demo files

Portable PostgreSQL 8.4 server

.|| Microsoft Visual C++ 2005 SP1 Redistribuable

Description
Space required: 804.8MB

< Back ][ Mext = ] [ Cancel

The Squore Components screen

The Components screen allows you to choose between the three available types of installations:

> Full: all components will be installed

> Minimal: only Squore Server will be installed. Use this mode if a PostgreSQL server and a distribution
of the Perl scripting environment are already available on the server

> Custom: you define which components will be installed using the checkboxes on the Choose

Components screen
If you are unsure which option is the best for you, you can safely use the Full installation, so that all

Squore components are installed locally.

Select the appropriate installation mode. Then, click the Next > button.

5. The General Options screen

Version : 15-A-SP2
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Choose Components
L ch hich fe i
- oose whi atures of Sguore you want to install.
ailii

Squore

Path to Square data files, to hold the database duster, projectsrelated files and
temporary data. Paths can be individually overriden later, in advanced configuration.

Data Folder C:\Sgqueringsguore-data E]

Squore licencing

Path to a Squore licence file supplied by Squoring Technologies. Mote that the licence file
can be deployed after the installation.

Licence File E]

< Back

The General Options screen

The Squore General Options screen allows specifying where Squore stores its data and which licence file
is used for the installation.

> Data Folder: The data folder is the main folder where the data generated by Squore will be stored.
Define a path on your system to hold the data. By default, the database cluster, the temporary folder,
the project data and the default backup folder will live in this location. Note that you can refine each
individual location later by going through the advanced option screens of the installation wizard.

> Licence File: the location of the Squore licence file you wish to use for your installation. Note that you
can leave this field empty at this time and provide the licence information only after the installation
procedure has finished. This is explained in further details in Section 5.11, “Updating the Squore
Licence File”).

After specifying the data location and optionally pointing to a licence file, click the Next > button.

6. The Squore Additional Options screen

Ref : SIM_Squore Version : 15-A-SP2
Date : 07/10/2015

http://www.squoring.com/

© 2015 Squoring Technologies All rights reserved. This material may not be reproduced, displayed, modified or distributed without the express prior written permission of the copyright holder. Squore
is protected by an Interdeposit Certification registered with Agence pour la Protection des Programmes under the Inter Deposit Digital Number IDDN.FR.001.390035.0005.000.5.P.2013.000.10600.

17



duiis SQUORE

Installation and Administration Guide

Choose Components
- oose which features of Squore you want to install.
mliilx
Squore server
HTTP part number 3180

Allow access from remote computers

Install as Windows services

Java

Java directory CiYjdk1.7.0_51 El

Advanced configuration

The Squore Additional Options screen

The Squore Additional Options screen allows specifying the rest of the necessary, basic options for your
installation.

> HTTP port number: Define the port used to access Squore from your browser.

> Allow access from remote computers: Check this box to allow other computers on your network to
connect to the Squore installation from a web browser. This setting is off by default to provide a
safe installation that is only accessible from the server machine itself. The value can be changed after
the installation process finishes by following the steps detailed on http://openwiki.squoring.com/
openwiki/index.php/Connect_remotely_to_the_server.

> Install as Windows services: Check this box if you want the Windows services to be installed, and
optionally customise their names when clicking the Next > button. After the installation completes,
you will be able to manage the PostgreSQL 8.4 Server and JBoss Application Server 7.1.1 services from
the Windows Services Console or from the command line using net start| st op PG4SVCand
net start|stop JBAS71SVC.

Tip
The services can also be installed after running the wizard, refer to Section 5.13, “Running
Squore as a Service” for more details.

> Java directory: the directory where the Oracle JDK or JRE is installed. The wizard should have found
the appropriate Java installation on your server, but you can modify the value if the JDK you want to
use is in a different location using the ... button. Note that Java 1.6.0_45 or higher is required and that
Java 1.8 is not supported (see Section 3.1, “Installation Prerequisites”).

> Advanced configuration: Check this box to see more installation options for advanced users. Advanced
options include finer control over data folder locations, memory settings, and advanced database
settings.
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After setting your preferences, click the Next > button to view a summary of your installation settings

(step 14) or proceed with the advanced configuration options (step 7).

7. The Advanced Squore settings screen

Advanced Squore settings

Java Xmx size (in MB) 1512

Choose Components
l"'.'. l'..l Choose which features of Squore you want to install.
Square directaries
Temparary data C:\Squoringlsquore-dataltemp
Projects data C:\Sguoeringsguore-data'\projects
Backup directory C:\Sgqueringsguore-data‘backup

EJEJE]

< Back ” Mext = ] I Cancel

The Advanced Squore settings screen

Note

This screen is only displayed if you checked the Advanced configuration box in step 6.

On the Advanced Squore settings screen, you can modify the default work directory and memory and

performance settings for the server.

> Temporary data: The location of the temporary data generated by Squore.

> Projects data: The location of the data generated by Squore when running analyses on the server.

> Backup directory: The location used to store backups when the backup script is launched. For more
details about backing up your Squore data, see Section 5.4, “Backing-Up the Squore Installation”

> Java Xmx size (in MB): The maximum amount of RAM available to Squore Server, set to 25% of the
physical RAM available on your server by default. It is recommended to keep the memory allocated to
Squore under 25% of the total physical RAM so that other Squore modules (especially the database)
or external processes (the OS and some Data Providers like CheckStyle or Findbugs) still have enough

resources available.

8. The Local Perl installation screen
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Choose Components
Choose which features of Squore you want to install.

i) ey
-
TR

Local Perl installation

Perl directory C:\strawberryiperl E]

< Back

The Local Perl installation screen

Note
This screen is only displayed if you disabled the installation of Portable Strawberry perl box in

step 3.

On the Local Perl installation screen, you can modify the path to the Perl distribution that will be used
by Squore Server. Use the ... button to specify the Perl installation folder and click the Next > button

to continue.

9. The Local PostgreSQL installation screen

Version : 15-A-SP2
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, Choose Components
[ L

Local PostgresdL installation
@ Local PostgreSQL installation
PostgreSOL directory C:\PostgreSOL

Mo local PostgreSaL installation

[ Choose which features of Squore you want to install.

The Local PostgreSQL installation screen

Note

This screen is only displayed if you disabled the installation of Portable PostgreSQL box in step 3.

On the Local PostgreSQL installation screen, you can modify the path to the PostgreSQL installation that
will be used by the installer to create the Squore database. Use the ... button to specify the installation

folder and click the Next > button to continue.

10. The PostgreSQL cluster configuration screen
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Choose Components
Choose which features of Squore you want to install.

) fag
-
sl
PostagreSQL custer
@) Create PostgreS0L duster
Cluster directory C:\Sgqueringsguore-datalduster Q

" Use existing PostgreSQL duster

The PostgreSQL cluster configuration screen

Note
This screen is only displayed if you checked the Advanced configuration box in step 6.

On the PostgreSQL cluster configuration screen, you can instruct the installer to create a new cluster to
create the Squore database, or use an existing one that you may have installed separately.

> Create PostgreSQL cluster: Specify the path of the PostgreSQL cluster to create. Use the ... button to
specify the path.

> Use existing PostgreSQL cluster: Skip the cluster creation. The installer will find the running cluster
using information specified in the next screen of the wizard to create the Squore database.

Note that in both cases, the Squore installer will create the Squore database where instructed. The

difference between both options is whether the cluster hosting the database is also created or not. After

making your selection, click the Next > button to continue.

11. The PostgreSQL server configuration screen
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’ Choose Components
' Iy Choose which features of Squore you want to install.

PostgreSOL server

Server's host localhost
Server's port number 4551
Administrator user name postares

Administrator password

Confirm administrator password

< Back ][ Mext = ] [ Cancel

The PostgreSQL server configuration screen

Note
This screen is only displayed if you checked the Advanced configuration box in step 6.

On the PostgreSQL server screen, you can provide details about the PostgreSQL server to be used with
Squore Server

> Server's host: the hostname of the machine running the PostgreSQL server
> Server's port number: the running port of the PostgreSQL server

> Administrator user name: the user name of the PostgreSQL server admin user
Note that the Administrator password cannot be set. After adjusting your settings, click the Next > button
to continue.

12. The Squore database screen
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’ Choose Components
) e - -
- [ Choose which features of Squore you want to install.
siliily

Sguore database

Database name squore

SgQuore User name sgQuore

Squore user password

Confirm Squore user password

< Back
The Squore database screen

Note

This screen is only displayed if you checked the Advanced configuration box in step 6.
On the Squore database screen, you can specify the desired name and user for the Squore database:

> Database name: the name of the database that will be created for this installation of Squore

> Squore user name: the name of the user that will be created as the owner of the database
Note that the database password cannot be set manually. After adjusting your settings, click the Next >
button to continue.

13. The JBoss AS networking screen
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Choose Components
I N ch hich fe i
- oose whi atures of Squore you want to install.
aliin
JBaoss AS networking
Bind address localhost
Service binding offset 100

< Back ][ Mext = ] [ Cancel

The JBoss AS networking screen

Note
This screen is only displayed if you checked the Advanced configuration box in step 6.

Onthe JBoss AS networking screen, you can specify the desired bind address and ports for Squore Server:

> Bind address: the bind-address configuration for the JBoss Server
If you want to restrict access to Squore Server from the server itself, leave | ocal host . If you want
your server to be accessible from anywhere on your network, set the bind address to 0. 0. 0. O.

> Service binding offset: the offset added to the value of the default JBoss ports (as
described on https://docs.jboss.org/author/display/AS71/Interfaces+and+portstinterfacesandports-

SocketBindingGroups) for this installation of Squore, resulting in the following ports being assigned
for the following offset values:

> 100 (default): http: 8180, remoting: 4547
> 200: http: 8280, remoting: 4647
> 300: http: 8380, remoting: 4747
Tip
The offset is mainly used to install several instances of Squore using different ports on the same

machine.

The remoting port is used to share a licence server between multiple installations, as described
in Section 5.12, “Connecting to a Remote Licence Server”.

After adjusting your settings, click the Next > button to continue.

14. The Installation details screen
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I Choose Components
L ] Choose which fe i
- oose whi atures of Squore you want to install.
TN
Installation details:
Squore configuration: -
- 1DK: C:\jdk1.7.0_51
- Perl: embedded
- License key: E
- Java Xmx: 1512
- Windows services: yes
- PostgreS0L service name: PGE45VC
- 3quore service name: JBAST1SVC
-Temporary directory: C:\Squoring‘\sguore-data'temp
- Projects data directory: C:\Sguoring\squore-data‘projects
- Backup directory: C:\Squoring'squore-data'backup
< Back ]l Install [ Cancel

The Installation details screen

15. The Installation progress screen

Ref : SIM_Squore

http://www.squoring.com/

The Installation details screen shows a summary of the parameters you specified in previous steps of the
wizard. Verify that the information matches your selections and click Install to start installing Squore.
The installation process lasts a few minutes.
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In=talling

Please wait while Sguore is being installed.

Extract: jhoss-client.jar

Extract: vault.bat
Extract: vault.sh

Qutput folder: C:\Squ
Extract: README. txt

Extract: standalone.sh

Extract: wsconsume.bat
Extract: wsconsume.sh
Extract: wsprovide.bat
Extract: wsprovide,sh

oring‘\sguore-serverserver bin'dient

Extract: jboss-client.jar

Squoring Technologies

= Back

Mext >

Cancel

The Installation progress screen

During the installation, a progress bar is displayed while files are copied to your hard drive.

Note
The installation cannot be

cancelled after it has started.

16. The Squore installation completed screen
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Completing the Squore Setup
Wizard

Squore has been installed on your computer.

Click Finish to dose this wizard,

s SQUORING "

(]
Al

(5]

m

The Squore installation completed screen

When the installation completes, the installation completed screen is displayed. Click the Finish button
to close the Squore Installation Wizard.

Squore is now ready for use. Refer to the next section to learn how to launch Squore and, if applicable, change
the default configuration.

Before installing Squore on a Linux platform, verify that all prerequisites are met, as described in Section 3.1,
“Installation Prerequisites”

If you use all the default settings, the installer will deploy the following components in the specified locations:

> Squore Server (including its dedicated JBOSS and PostgreSQL instances) in <I NSTALLDI R>
> The Squore database backup directory in <I NSTALLDI R>/ dat abase/ backup
> The Squore temporary data directory in / t np/ squor e/ sour ces

> The Squore temporary source code directory in/ t np/ squor e/ sour ces

Ensure that you have read and write access to these locations as the user that will be used to install and run
Squore.

Note

The installation script will try to guess the amount of memory to allocate for the database on your
system. If it cannot do it, you will get an error message about setting kernel.shmall. In this case,
you need to set the value of kernel.shmall to a value that suits your need, based on which other
applications are running on your system. The script will only suggest a minimum value.
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Follow these instructions to install Squore Server:

1. Unzip the squore-server-|inux-15- A- SP2. <bui | dNunber >. tar. bz2 archive file and
then extract the content of the tar file in <I NSTALLDI R> : i.e. the selected Squore installation

directory.
tar xjf squore-server-Ilinux-15-A-SP2. <bui |l dNunber>.tar. bz2

<I NSTALLDI R> now contains a new folder called squor e- ser ver . Asan example:/ hore/ user/
squor e/ squor e-server/.

2. Runthe Squore installation script in a command shell:
<INSTALLDI R>/bin/install -T /path/to/tenp/folder -D/path/to/database/
cluster -b 0.0.0.0 -k /path/to/squore-license.p7s [/path/to/project/
dat a

Warning
Do not run the installation script as root, as this causes the installation of postgreSQL to fail.

The file squor e-1icense. p7s should have been previously provided by Squoring Technologies
according to the applicable Squore licensing agreement.

For more details on install options, refer to install(1).

End users can run third-party static code analysers or rule checkers that are not shipped with the Squore
installer for licencing reasons. In this case, it is necessary to download the extra binaries from http://
support.squoring.com/download_area.php and deploy them on the server.

The list of third party plugins to be downloaded separately is as follows:

> Checkstyle 5.6

> CPD4.2.6

> FindBugs 2.0 or 3.0
> Cppcheck 1.61

» PMD 5.0.5

> Polyspace Export

> Stylecop 4.7
Here is a full example of how to deploy Checkstyle into Squore

1. Download the Checkstyle binary from http://support.squoring.com/download_area.php.

2. Extract the contents of the zip file onto Squore Server.

3. Copy the extracted checkstyle-5.6 folder into <INSTALLDIR>/addons/tools/CheckStyle_auto.
4

Instruct all client installations to synchronise with the server so that they get the newly deployed third-
party binaries.

Tip
AntiC and Cppcheck on Linux also require special attention: Cppcheck must be installed and available
in the path, and antiC must be compiled with the command:
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# cd <I NSTALLDI R>/ addons/ Anti c_aut o/ bin/ && gcc antic.c -0 antic

For more information, refer to the Command Line Interface Manual, which contains the full details
about special installation procedures for Data Providers and Repository Connectors.

The Squore installation package can be used to upgrade an existing Squore installation from Squore 2012-
A-SP6.

When an installation is upgraded, the following happens:

> The new version of Squore Server overwrites the previous one in the same installation directory.

> The database is upgraded.

> The data files are migrated.

> The old basic configuration is kept: location of data, cluster and tmp folders as well as ports.

> LDAP settings, licence server sharing, SSL configuration are discarded and will need to be configured

again. The old <I NSTALLDI R>/ config.xm and <I NSTALLDI R>/ server/standal one/
configuration/standal one. xnl are backed up for your convenience next to the new ones (i.e.
<INSTALLDIR>/config.xml.bkp and <INSTALLDIR>/server/standalone/configuration/standalone.xml.bkp).

Warning

> Folders inside the installation directory are deleted during an upgrade, including the default
tmp, data, cluster and backup folders. Before you attempt to upgrade Squore, run a full backup
of your data (and move it outside <INSTALLDIR>) using the provided backup scripts described in
Section 5.4, “Backing-Up the Squore Installation”

> On Linux, if you used the -x and/or -s parameters in your initial installation or if you manually
edited the value of shared memory or java Xmx parameters after installing, you must pass -x
and/or -s on the command line for the upgrade as well, as they are not read from the previous
installation. For more details on install options, refer to install(1).

> The file post gr esql . conf in your database cluster is patched during the upgrade process. If
you have modified it manually, create a backup copy before upgrading and verify that the migrated
file still contains your modifications.

> Ensure that the server and the database are shut down before continuing.

Follow these steps to upgrade your Windows installation.

AR S

Ref : SIM_Squore

Run the Windows installer.

Click the Next > button to get to the Licence Agreement screen.

Click the Next > button to get to the Destination Folder screen.

Browse for the folder containing the old installation and click the Next > button.

On the Upgrade Choice screen, select Override to delete the existing installation and start from scratch
(all your data is lost) or Upgrade to upgrade your existing installation to the new version, then click the
Next > button.
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’ Specify installation parameters

[} . i .
- L] Specify required parameters to install Squore.
aliin

Select installation type
() Override existing installation

(@ Upgrade existing installation

Squoring Technologies

< Back ][ Mext =

] [ Cancel

The Upgrade Choice screen

Ref : SIM_Squore
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Wait while the installer retrieves the settings to apply to the upgrade and displays them on the Summary
screen, and click Install.
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Choose Components
LN ch hich fe i
- oose whi atures of Sguore you want to install.
TTEN
Installation details:
Squore configuration: -
- 1DK: C:\jdk1.7.0_51
- Perl: embedded
- License key: E
- Java Xmx: 1512
- Windows services: yes e
- PostgreS0L service name: PGE45VC
- 3quore service name: JBAST1SVC
-Temporary directory: C:\Squoring‘\sguore-data'temp
- Projects data directory: C:\Sguoring\squore-data‘projects
- Backup directory: C:\Squoring'squore-data'backup
< Back ]l Install [ Cancel

The Summary screen

7. Wait for the upgrade process to complete and close the wizard by clicking on Finish.
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Completing the Squore Setup
Wizard

Squore has been installed on your computer.

Click Finish to dose this wizard,

A SQUOR]’NG http:/fwww.sgquoring. comf

Canre
LT =

The Installation Complete screen

Follow these steps to upgrade your Linux installation.

1. Download the Linux installation package.

2. Extract the archive by running the command:
cd/tnp

[fusr/bin/tar xjf squore-server-1linux-*.tar.bz2

3.  Runthe upgrade by executing:
cd/tnp/ squore-server/bin

./install [options...] -U/path/to/old/installation
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4. Starting Squore

The Squoring program group created during the installation process contains all commands to start Squore
on Windows.

| Squoring

| SgUCre-server

, Admin

Backup Data
k| Clear Data
Restore Saved Data
& Squore support
{:3,‘ Uninstall Squore

. Configuration
. Models

, Documentation
G' Documentation
. Launch

& Start Client
Start Database
5| Start Server

k| Stop Database
Stop Server

1. Startthe Squore Database Server: St art > Squori ng > Squore > Launch > start-db. bat

2. Start the Squore Application Server: Start > Squoring > Squore > Launch > start-
server. bat

3. Launch Squore Client: Start > Squoring > Squore > Launch > Startd i ent

Alternatively, you can type the following address in a web browser: http://localhost:8180/
SQuORE_Server

4. Loginto Squore using the default admin user account:

> Username: admin
> Password : admin
Squore is now started. Please refer to the Squore Getting Started Guide for more details on how to use Squore.
Tip
The admin user is the default user with administrative rights. If you want to provide non-

administrative access to a user after installation, they need to use the demo login instead (password:
demo)

Tip
Instead of using the Windows Start menu for launch and shutdown operations, you can use the
scripts available in <INSTALLDIR>/bin:

> start-db.bat Starts the Squore database
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> start-server.bat Starts Squore Server

¥

start.bat Performs the two previous operations in succession
> ping-db.bat allows checking if the database is up

> stop-server.bat terminates Squore Server

¥

stop-db.bat stops the Squore database

> stop.bat performs the two previous operations in succession

Go to the Squore bin directory cd <I NSTALLDI R>/ bi n
Start Squore Server: ./ sqctl start
Launch Squore by typing the following address in a Web browser: http://localhost:8180/SQUORE_Server

e A

Log into Squore using the default user account:
> Username: admin

> Password : admin

Squore is now started. Please refer to the Squore Getting Started Guide for more details on how to use Squore.

Tip

The admin user is the default user with administrative rights. If you want to provide non-
administrative access to a user after installation, they need to use the demo login instead (password:
demo)

Tip
You can find out know the status of the database and server processes, by running the command
./sqctl status
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5. Squore Administration

During the installation process, the Squore Installation Wizard creates several folders and files in the Squore
installation directory <I NSTALLDI R>:

. addons
| bin
| client
. coenfiguration
| database
| deploy
| docs
| lib
. samples
| SEFVEF
| share
| tools
|| configaml
G Documentation.html
i installlog
i:'-_i,‘ Squore_Uninst.exe
& Support.html
& WebClient.html

<INSTALLDIR>/addons contains the Data Providers and Repository Connectors available in Squore

<INSTALLDIR>/bin contains the main commands available to administer Squore. Most of these commands
are also available from the St art menuin the Squor i ng/ Squor e program group on Windows.

<INSTALLDIR>/client contains the libraries used by Squore CLI.

<INSTALLDIR>/configuration contains folders and files that provide the default analysis and decision models,
as well as the default dashboards for these models. For more details on how to understand and use these
configuration files, refer to the Squore Configuration Guide.

<INSTALLDIR>/database contains PostgreSQLtools to administer the database.
<INSTALLDIR>/docs contains licences for third party libraries included in Squore.
<INSTALLDIR>/lib contains libraries used by Squore Server for installation and maintenance tasks.

<INSTALLDIR>/samples contains some sample source code in various programming languages that can be
used as examples when getting to know Squore. This folder can safely be deleted if you do not need it.

<INSTALLDIR>/server contains the Squore application server. See Section 2.3, “The Squore Application
Server” for more information.
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<INSTALLDIR>/share contains some custom perl modules.
<INSTALLDIR>/tools contains the deployed instances of perl, tclsh and PostgreSQL on Windows.

<INSTALLDIR>/config.xml is used to specify the location of some configuration folders. See Section 5.2,
“Understanding conf i g. xrm ” for more information.

Note: This section deals with editing the configuration of the installed instance of Squore. For more
information about how to edit analysis models and wizards, refer to the Squore Configuration Guide.

The initial contents of conf i g. xnl are as follows:

<?xm version="1.0" encodi ng="utf-8" standal one="yes" ?>
<squore type="server">
<pat hs>
<pat h nanme="perl.dir" path="C:\Squori ng\ Squor e\t ool s\ perl\perl"/>
<pat h nane="tcl sh.dir" pat h="C:\ Squori ng\ Squor e\t ool s\tcl sh"/>
</ pat hs>
<dat abase>
<post gresql directory="C:\Squori ng\ Squor e\t ool s\ pgsql "/ >
<cluster directory="C:.\Squoring\Squore\cluster"/>
<backup directory="C:\Squoring\ Squor e\ backup"/ >
<security>
<user - name>post gr es</ user - nanme>
</security>
</ dat abase>
<confi guration>
<pat h di rectory="C:\ Squori ng\ Squor e\ confi gurati on"/>
</ confi guration>
<addons>
<pat h di rectory="C:\ Squori ng\ Squor e\ addons"/ >
</ addons>
<tnp directory="C:\Users\user nane\ AppDat a\ Local \ Tenp\ Squor e"/ >
<proj ects directory="C:\ Squori ng\ Squor e\ pr oj ects"/ >
<sources directory="C:\ Users\usernane\ AppDat a\ Local \ Tenp\ Squor e\ sour ces"/ >
</ squor e>

Here is a description of each element:

> paths/path name="perl.dir" (mandatory) is the path to the perl installation used by Squore. It is detected
automatically on Linux and set to <INSTALLDIR>/tools/perl/perl on Windows.

> paths/path name="tclsh.dir" (mandatory) is the path to the tcl installation used by Squore. It is detected
automatically on Linux and set to <INSTALLDIR>/tools/tclsh on Windows.

> database/postgresql directory="..." (mandatory) is the path to the PostgreSQL installation used by Squore
It is detected automatically on Linux (or passed as a parameter to ./install) and set to <INSTALLDIR>/tools/
pgsql on Windows.

> database/cluster directory="..." (mandatory) is the path to the PostgreSQL cluster defined at installation
to hold the Squore Database.
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> database/backup directory="..." (mandatory) is the path to the folder used by Squore by default to store
backups. It can be overridden by passing a path to the backup script.

> configurations/path directory="..." (mandatory): Paths to one or more configuration folders. The first path
listed in the list takes precedence over the next one.

> addons/path directory="..." (mandatory): Paths to one or more addons folders. The first path listed in the
list takes precedence over the next one.

> tmp directory="..." (mandatory) is the path to the temporary folder used to hold temporary analysis and
user session data created while the server is running (this folder is emptied at startup).

> projects directory="..." (mandatory) is the path to the project folder that holds analysis results. Files in this
folder are included in a backup, along with the contents of the database.

> sources directory="..." (optional, default: inside tmp folder) is the path to the folder used to store source
files checked out from source code management systems. It is located by default inside the temporary
folder, as the source code is not normally necessary after it has been analysed. If you need the source code
to be saved permanently, move the sources folder outside of the temporary folder. This is normally only
needed when working with zip files to send data files to the server.

In order to add a custom addons or configuration folder, simply add a pat h element in the configuration file:

<?xm version="1.0" encodi ng="utf-8" standal one="yes" ?>
<squore type="server">
<pat hs>
(...)
</ pat hs>
<dat abase>
(...)
</ dat abase>
<confi guration>
<pat h directory="C \ M/Mbdel s\ confi guration"/>
<pat h di rectory="C:\ Squori ng\ Squor e\ confi gurati on"/>
</ confi guration>
<addons>
<pat h directory="C \ M/Mbdel s\ addons"/ >
<pat h di rectory="C:\ Squori ng\ Squor e\ addons"/ >
</ addons>
<tnp directory="C:\Users\user name\ AppDat a\ Local \ Tenp\ Squor e"/ >
<proj ects directory="C:\ Squoring\ Squor e\ pr oj ect s"/ >
<sources directory="C:\Users\usernane\ AppDat a\ Local \ Tenp\ Squor e\ sour ces"/ >
</ squor e>

Tip
By adding your own custom configuration and addons folder before the standard configuration, you
ensure that the modifications you made override the definitions from the standard configuration.

When several users run analyses using the command line on the server machine, it is good practice for each
user to work with their own t np, sour ces and dat a folders. This can be done by adding a cl i ent node
in the server configuration file.

<?xm version="1.0" encodi ng="utf-8" standal one="yes" ?>
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<squore type="server">

<pat hs>
(...)

</ pat hs>

<dat abase>
(...)

</ dat abase>
<confi guration>

(...)
</ configuration>
<addons>
(...)
</ addons>
<client>
<l-- java system properties

are supported under the
client node only
-->
<tnp directory="/tnp/squore-${user. nane}"/>
<proj ects directory="${user. hone}/. squor e/ proj ects"/>
<sources directory="%${java.io.tnpdir}/sources"/>

</client>

<tnp directory="..."/>
<projects directory="..."/>
<sources directory="..."/>
</ squor e>

As stated in the example, java system properties are supported in this section of <INSTALLDIR>/config.xml.

Tip
All three elements are optional, and their default value if missing are the ones described in the XML
snippet above.

Your installation of Squore includes some scripts designed to help save and restore snapshots of your analysis
data. These scripts will allow you to:

> Backup the current Squore data (See Section 5.4, “Backing-Up the Squore Installation”);
> Restore a previously saved snapshot (See Section 5.5, “Restoring Squore Data”);

> Reset the Squore installation to its initial state to erase all projects and users (See Section 5.6, “Resetting
the Squore Installation”);

The scripts are located in the <I NSTALLDI R>/ bi n folder of the Squore installation directory.

Note: Squore Server must be in stopped state before any backup or restore operation is attempted.

By editing <I NSTALLDI R>/ confi g. xm , you can modify:

> The path to the PostgreSQL installation via the post gr esql element

> The path to the database cluster via the cl ust er element
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> The path to the default backup folder via the backup element

» The database username via the user - nane element

> The path to the file storage folder via the pr 0j ect s element
Tip
If you need to modify other settings after installation, like the database port or password, contact
support@squoring.com.

The contents of the Squore Database and file system can be saved using the backup script located in the
<I NSTALLDI R>/ bi n folder of the Squore installation directory.

Executing this script creates a folder containing a database dump and a backup of the file system in the
location configured in <I NSTALLDI R>/ conf i g. xm . This backup folder can later be used by a script that
restores database and file system snapshots, which we will cover in the next section.

> Launch Start > Squoring > Squore > Adm n > Backup Data
Tip
You can also run backup.bat from <INSTALLDIR>/bin followed by a path to backup directly to this
folder.

> Run the Squore backup script in a command shell: <I NSTALLDI R>/ bi n/backup
Tip
The script accepts an optional path argument to backup directly to the specified folder instead of
using the default one specified at installation time.

A previously backed-up Squore snapshot can be restored using the restore script from the <I NSTALLDI R>/
bi n folder.

The script uses the data dump in the backup folder specified when installing Squore to restore the database
and file data for this snapshot.

Shutdown Squore Server: Start > Squoring > Squore > Launch > stop-server. bat
Launch Start > Squoring > Squore > Adm n > Restore Saved Data

Start the Squore Application server again after the script finishes via St art > Squori ng > Squor e
> Launch > start-server. bat

Shutdown Squore Server: <I NSTALLDI R>/ bi n/ sqct| stop
Start the database cluster: <I NSTALLDI R>/ bi n/ pgct| start
Run the restore script in a command shell: <I NSTALLDI R>/ bi n/ rest ore backup_f ol der

Ref : SIM_Squore Version : 15-A-SP2
Date : 07/10/2015
http://www.squoring.com/

© 2015 Squoring Technologies All rights reserved. This material may not be reproduced, displayed, modified or distributed without the express prior written permission of the copyright holder. Squore
is protected by an Interdeposit Certification registered with Agence pour la Protection des Programmes under the Inter Deposit Digital Number IDDN.FR.001.390035.0005.000.5.P.2013.000.10600.



duiis SQUORE

Installation and Administration Guide
4. Start Squore Server again after the script finishes via <I NSTALLDI R>/ bi n/ sqct| start

You can reset the Squore installation to its initial state, and therefore delete all your projects and users using
the restore script located in the <I NSTALLDI R>/ bi n folder of the Squore installation directory.

1. Shutdown Squore Server: Start > Squoring > Squore > Launch > Shut downSer ver

2. launch Start > Squoring > Squore > Admin > Clear Data

3.  Start Squore Server after the script finishes, via Start > Squori ng > Squore > Launch >
start-server. bat

Alternatively, you can use <INSTALLDIR>/restore-empty.bat instead of using the Start Menu entry.

Shutdown the Squore server: <I NSTALLDI R>/ bi n/ sqct| stop

Start the database cluster: <I NSTALLDI R>/ bi n/ pgct| start

Run the Squore Database reset script in a command shell: <I NSTALLDI R>/ bi n/restore -E
Start Squore Server after the script completes via <I NSTALLDI R>/ bi n/ sqct| start

P w N PR

You can change Squore Server port number after installation. The procedure involves modifying some
configuration files in a text editor and restarting the server.

1. Shutdown Squore Server

2. Edit<I NSTALLDI R>/ server/ st andal one/ confi gurati on/ st andal one. xm and search
for the element socket-binding-group. The attribute port-offset="5{jboss.socket.binding.port-
offset:100}" defines the offset chosen at installation. Modify the value as needed.

3. Start Squore Server.

You can change the main timeout value for tasks on a Squore Server installation. . The default value is six
hours and is generally fine: if an analysis runs for six hours, it is assumed that something went wrong or will
go wrong for reasons regarding memory consumption.

If you decide that the timeout does not suit your workflow, you can change the default timeout value from
the Administration pages:

1. Loginto Squore Server as a user with administrative privileges.
2.  Click Administration > System to view the advanced configuration options.

3. Set the value of the timeout in seconds in the Timeout of queue tasks, in seconds field.

You can change the size of the project queue on a Squore Server installation. The default value is 4, which
means that 4 projects can be analysed in parallel.
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If your hardware can handle a higher number of concurrent analyses, you can increase the queue size
by editing the file <I NSTALLDI R>/ Server/server/defaul t/depl oy/ squore-server. ear/
squor e-server.jar/ META-1 NF/ ej b-j ar. xm , and set the maxSession key to the desired size. This
involves repackaging and redeploying the application, as explained below:

1. Extract the settings file:

cd <I NSTALLDI R>/ depl oy

jar xf squore-server. ear

jar xf squore-ejb.jar

2. Make the necessary modifications:

> Open <I NSTALLDI R>/ depl oy/ squore-ejb.jar/ META-INF/ ej b-jar.xm in a text
editor

> Modify the parameter maxSession (default: 4) to set it to the number of projects that can be created
in parallel

3. Repackage the application:

cd <I NSTALLDI R>/ depl oy
jar cf squore-ejb.jar
jar cf squore-server.ear
4. Deploy the patched application following the instructions on http://openwiki.squoring.com/openwiki/
index.php/Deploying_A_Patch#Since_Squore_2014-B.

Tip
Instead of using the command line, you can use 7zip on Windows to open the .ear and .jar files and
directly patch their contents.

Squore's web interface allows users to choose between several Ul themes: chocolate (brown), classico
(green), neroverdi (light green), rossoneri (red). When a user selects a theme, their preference is saved and
this theme is applied each time they log into Squore. As an administrator, you can manage theme functionality
in two ways:

> Define what the default theme for all users is
> Prevent users from using a theme other than the default one

You can access these options from Administration > System in the Theme Control section.

Tip

You can also configure these settings by specifying values for the options ui.theme.default and
ui.theme.changeable in <INSTALLDIR>/server/standalone/configuration/squore-server.properties.
The default values are shown below:

ui .thene. default = cl assico
ui . t henme. changeabl e = true

A Squore licence key file named squor e- 1 i cense. p7s should have been provided to you by Squoring
Technologies under the applicable Squore licencing agreement.

Follow these steps to deploy the Squore licence file:
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1. Shutdown Squore Server

2. Copy the file squore-license.p7s in the following folder: <I| NSTALLDI R>/ server/
st andal one/ confi guration

3. Start Squore Server to apply the changes.

In this section, you will learn to configure Squore to rely on a remote licence server instead of using the default
server embedded into each installation. This is useful when you run a production server and a development
server, and you want the licence to be shared between both installations.

Note
Before you follow these steps, ensure that the two Squore servers are installed and start up correctly
as described in Chapter 3, Installing Squore and Chapter 4, Starting Squore.

Warning
Ensure that the local server and the remote server run the same version of java. Using java 1.6 on
one server and java 1.7 on the other server is not supported.

In order to point a local Squore server to a licence served by a remote Squore installation, carry out the
following steps:

1. Onthe remote license server (optional):
By default, the password of the €] b user is changene. If you want to change the password, then:

a. Edit <I NSTALLDI R>/ server/ st andal one/ confi gurati on/ application-
users. properties.

b. Get a new password with this command:
# echo -n "ej b: Applicati onReal m new_password" | nd5sum

where new_password is the password to assign to the user.
c. Restart Squore Server.

2.  Onthe local server:

o

Stop Squore Server.

b. Edit <INSTALLDIR>/server/standalone/configuration/squore-server.properties. Add the property:

license.renote = true
c. Edit<I NSTALLDI R>/ server/ st andal one/ confi gur ati on/ st andal one. xm

d. Find the out bound- socket - bi ndi ng element with the r enot e- ej b attribute and edit its
r enot e- dest i nat i on definition accordingly so thatthehost and port match the hostname
and remoting port of the remote server (4447 plus the offset you defined during installation, so
4547 by default). Here is an example of the complete configuration block:

<out bound- socket - bi ndi ng name="r enot e- ej b" >
<r enot e- desti nati on host ="renot eLi cenceServer" port="4547"/>
</ out bound- socket - bi ndi ng>

e. Optionally, if you have changed the default password for the ejb user on the remote server, look
for the ej b-security-real msecurity-real m el ement , and modify the secret value
with this content returned by the command
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# echo -n "new_password" | openssl base64
. Here is an example of the complete block:

<security-real m nane="ej b-security-real n'>
<server-identities>
<secret val ue="Y2hhbndl bWJE"/ >
</server-identities>
</security-real n>

f.  Restart Squore Server
g.  Run the following command, with por t matching the controller port of the installation (9999 plus

the offset defined at install time, so 10099 by default):

# <I NSTALLDI R>/ server/bin/jboss-cli.sh -c \
--control |l er=local host: $port \
- - conmand="undepl oy squore-|icense. ear"

The local Squore Server is now using a remote licence server.

During the installation of Squore on Windows, the installer provides the option to register two services
to control Squore's startup and shutdown. If you did not select this option at installation time, you can
still register the PostgreSQL 8.4 Server and JBoss Application Server 7.1.1 services manually following these
instructions:

Tip

Before modifying your installation to use services, make sure that Squore Server starts up properly

by following the steps described in Section 4.1, “Starting Squore on Windows”.

Follow the steps below to install the Squore services:

1. Shutdown Squore Server
2. Choose aliases for both services. The instructions below use the default aliases PG84SVC and JBAS71SVC.

3.  Find out what the location of the database cluster is from <INSTALLDIR>/config.xml. The instructions
below use the default location (%SYSTEMDRIVE%\Squoring\squore-data\cluster).

4. Install the services by running these commands in a command window as administrator:

"<| NSTALLDI R>\ server\bin\service.bat" install "JBAS71SVC'

"<I NSTALLDI R>\t ool s\ pgsqgl \ bi n\ pg_ctl.exe" register -N "PG4SVC' -D " %SYSTENMDRI VE%

sc config "P&4SVC' Di spl ayNane= "PostgreSQL 8.4 Server"
sc config "JBAS71SVC' start= auto depend= "PG&E4SVC'

Note: After you configured Squore to run as a service, you no longer have to use the start and stop scripts in
the bi n folder. Instead, you can configure the services to start automatically when the server starts.

Tip
Uninstalling the services can be done with these commands:

"<|I NSTALLDI R>\ server\ bi n\ servi ce. bat" uninstall "JBAS71SVC'
"<|I NSTALLDI R>\ t ool s\ pgsql \ bi n\ pg_ct|.exe" unregister -N "PG4SVC"
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You can manage and configure the two new services in the Windows Services console or from the
command line. If you want to change their display names for example, you can use the following
Windows command as administrator:

sc config "JBAS71SVC' Di spl ayName= " Squore Wb"
sc config "P&4SVC' Di spl ayName= " Squore DB"

User deletion in Squore permanently blocks an account and a login from being reused, and is therefore not
recommended unless you know that the associated user will never need to access Squore again. Instead of
deleting a user account, you can make it inactive. This section covers the difference between both operations.

When you delete an account:

> The user cannot access Squore anymore to view or create projects
2> The comments made by the user are kept and are still displayed in the web UI.
2 You will not be able to reuse the account's login for another user.

> Alicence token is freed up for another user immediately.

When you deactivate an account:

> The user cannot access Squore anymore to view or create projects

2> The comments made by the user are kept and are still displayed in the web UI.

> You can set the account to active again at any time to allow the user to log in again.

> A licence token is freed up when the account becomes inactive (usually 6 months after the last recorded

activity of the user).

Deactivating an account is usually a safer operation, especially if you are integrating Squore with an LDAP
directory.

Squore lets you export your list of user accounts to a CSV file in order to manage it and, if necessary, import
it back into another Squore database.

This feature makes use of a perl script that can be run from the command line, as long as you make sure
that you have a valid Perl environment for Squore. Refer to Section 5.15, “Setting Perl Environment” for more
information about verifying that your environment is correct before running the script.

In order to export user accounts, follow these steps:

1. Move to <I NSTALLDI R>/ addons/ scri pts/export-scripts, which the location of the
sqexport.pl script.

2. Runthe perl script with the appropriate options to export users, groups and their members respectively:
perl sgexport.pl -f users.csv users

perl sgexport.pl -f groups.csv groups

perl sgexport.pl -f menbers.csv groups-m
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In order to import CSV files into the Squore database, use the same options with the sqimport.pl

Note: It is possible to import users or groups only, but in this case both the user and the group need to exist.
The CSV files above can be manually edited, or generated by third-party tools (for example an LDAP utility).
Ensure that the encoding used for the CSV files is UTF-8 before importing.

For more details on sqimport.pl options, and the format of CSV files, refer to sqgimport.pl(1).
The format of the csv files supported is described below.
users.csv

| ogi n; ful | nane; enai | ; passwor d; depar t nent ;
deno; deno; deno@onai n. com [ encr ypt ed- passwor d] ; deno;

Note: When importing users, you can replace the encrypted password with a password in clear text and
instruct sqimport.pl to treat it as clear text by using the -P option, as described in sqgimport.pl(1)

members.csv

group; | ogi n
Deno Mbde; t obi as

This section is useful if you want to manually execute Perl scripts that are usually internally used by Squore.

If you have installed the Portable Strawberry Perl with Squore, locate and execute this file (skip this step
otherwise):

<I NSTALLDI R>\ Tool s\ perl\ portabl eshel | . bat
Then type all commands in the new command prompt window.
SET SQUORE_HOVE=<I NSTALLDI R>

SET PERL5LI B=%squor e_ HOVE% shar e\ per |

Squor e_ HOVE=<| NSTALLDI R>
export Squor e_HOVE
PERL5LI B=$Squor e_HOVWE/ shar e/ per |

export PERLS5LIB
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6. Integrating Squore on Your Network

You can configure JBoss to allow https access to Squore Server instead of http by following the instructions
below.

Ref : SIM_Squore

Note

These instructions are based on the standard JBoss instructions for securing the web server and use
a self-signed certificate managed in the Java keystore, which may show a warning in users' browsers.

If your company supply their own certificate and you want to import it instead of generating one,
refer to the instructions in Section 6.4, “Key and Certificate Management”.

If you want to use openSSL instead of a java keystore and manage keys natively, refer to the advanced
instructions on https://docs.jboss.org/author/display/AS71/SSL+setup+guide?_sscc=t.

Generate a secret key/certificate and store it in a file called a "key store" (foo.keystore in the current
directory). The certificate is valid for 30 years (10950 days). The password use for encryption is "secret".
One important issue is the common name (CN) of the certificate. For some reason this is referred to as
"first and last name". It should however match the name of the web server, or some browsers like IE will
claim the certificate to be invalid although you may have accepted it already.

$ keytool -genkey -alias foo -keyalg RSA -keystore foo. keystore -validity 10950
Ent er keystore password: secret
Re-enter new password: secret
VWhat is your first and | ast name?
[ Unknown] : foo0.acne. com
VWhat is the name of your organizational unit?

[ Unknown]: Foo
VWhat is the nane of your organization?
[ Unknown]: acme corp

VWhat is the name of your City or Locality?
[ Unknown] :  Duckburg
VWhat is the name of your State or Province?
[ Unknown] :  Duckburg
VWhat is the two-letter country code for this unit?
[ Unknown]: WD
I s CN=f 0o0. acme. com OU=Foo, O=acne corp, L=Duckburg, ST=Duckburg, C=WD correct?
[no]: vyes

Enter key password for <deva> secr et
(RETURN i f same as keystore password):
Re-enter new password: secret

Configure JBoss by adding a https connector to the subsystem called default-host in
<INSTALLDIR>/server/standalone/configuration/standalone.xml:

<subsyst em xm ns="ur n: j boss: domai n: web: 1. 1" defaul t-virtual -server="default-host"
<connect or name="http" protocol ="HTTP/1.1" scheme="http" socket-bi ndi ng="http" /

<connect or name="https" schene="https" protocol ="HITP/ 1. 1" socket - bi ndi ng="htt ps
<ssl nane="foo-ssl" password="secret" protocol ="TLSv1l" key-alias="foo" certifi
</ connect or >

(...)
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</ subsyst en>

Note
Alternatively, if you want to completely disable HTTP access, remove the http connect or .

3. Start Squore Server. The SSL port is 8443 + the offset selected at installation. By default you should
therefore be able to access the web interface via https://localhost:8543 in your browser.

Tip
It is also possible to use Apache as a reverse proxy in from of Squore Server to achieve the same

result. For more information, consult the Apache documentaion about the mod_proxy module at
http://httpd.apache.org/docs/2.4/mod/mod_proxy.html.

After you enable HTTPS access to Squore Server following the steps described in Section 6.1, “Accessing
Squore via HTTPS”, you can redirect insecure traffic to HTTPS by modifying the web server's configuration
and the Squore Server application:

1. Stop Squore Server

2. Extract the settings file:

cd <I NSTALLDI R>/ depl oy
jar xf squore-server. ear
jar xf squore-web. war

3.  Modify Squore Server's web.xml:
> Open <I NSTALLDI R>/ depl oy/ squor e- web. war / WEB- | NF/ web. xim in a text editor

> Add the following security-constrai nt element before the closing web- app element, as
shown below:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<web- app>
(...) _ _
<security-constraint>
<web-r esource-col | ecti on>
<web- r esour ce- nane>SECURE</ web- r esour ce- nane>
<url-pattern>/*</url-pattern>
</ web-resour ce-col | ecti on>
<user - dat a- constr ai nt >
<transport - guar ant ee>CONFI DENTI AL</t r ansport - guar ant ee>
</ user - dat a- constrai nt >
</ security-constraint>
</ web- app>

4. Repackage the application:

cd <I NSTALLDI R>/ depl oy
jar cf squore-web. war
jar cf squore-server.ear

5. Edit the http connect or in <INSTALLDIR>/server/standalone/configuration/standalone.xml to add a
redirection to the https port:

<connect or name="http" protocol ="HITP/ 1. 1" scheme="http" socket-bi ndi ng="http" rec
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6. Deploy the patched application following the instructions on http://openwiki.squoring.com/openwiki/
index.php/Deploying_A_Patch#Since_Squore_2014-B.

Tip
Instead of using the command line, you can use 7zip on Windows to open the .ear and .war files and
directly patch their contents.

By default, Squore Server uses its own authentication mechanism, storing user information in the PostgreSQL
database. An existing directory can be used in addition, so that all existing users your the directory can
log into Squore without having to create accounts manually, and the user's full name, e-mail address and
department can be imported automatically. The process described in this section explains how to configure
a Squore administrator, set up the server to authenticate all new users as standard users when they log in
via with their LDAP credentials and finally lists the configuration files that need to be modified to turn on
LDAP authentication. After you integrate with LDAP, you will still be able to create and use users that are only
known to Squore and do not exist in your directory.

Tip

Before you start, ensure that you know:

2 The address of the LDAP server you want to connect to Squore.

> The section(s) of the directory that contain the users that should be allowed to log into Squore.

> The login and password of a user account allowed to browse the section(s) of the directory
mentioned above.

> Basic knowledge of your directory structure. Note that Squore was tested with Microsoft Active
Directory on Windows Server 2008 and OpenLDAP on Ubuntu 12.04.

In order to enable LDAP authentication, follow these steps:

1. Decide which role will be associated to a user the first time they log into Squore. The default choices are:
> STANDARD_USER: Standard users can view projects.
> ADVANCED_USER: Advanced users can projects and create new ones.

> ADMINISTRATOR: Administrators can view projects and administer the server. They cannot create
projects.

If none of these choices fit your needs, you can create a specific profile later by logging into Squore

and going to Administration > Profiles. If no profile is specified, then the user will be assigned the

STANDARD_USER profile by default.

2. Decide which group new users will be part of the first time they log into Squore. The default choices are:
> users: Users from this group can view and create projects.

> admin: Users from this group can administer Squore and view projects but they cannot create projects.

If none of these choices fit your needs, you can create a specific group later by logging into Squore and
going to Administration > Groups. If no group is specified, then the user will not be added to any group.

3. Configure JBoss: Edit <I NSTALLDI R>/ server/ st andal one/ confi gurati on/
st andal one. xm , and locate the section providing the squore-server security domain, which by
default looks like this:

<security-domai n name="squore-server" cache-type="default">
<aut henti cati on>
<l ogi n- nbdul e code="Dat abase" flag="sufficient">
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<nmodul e-opti on nane="dsJndi Nane"
val ue="j ava: j boss/ dat asour ces/ squore"/ >
<nmodul e-opti on nane="pri nci pal sQuery"
val ue="SELECT password FROM users WHERE [ ogin = ? AND | ocal account"/>
<nmodul e-opti on nane="r ol esQuery"
val ue="SELECT ' squore-user', 'Roles' FROM users WHERE | ogin = ?"/>
<nmodul e-opti on name="hashAl gorithm' val ue="SHA1"/>
<nmodul e-opti on nane="hashEncodi ng" val ue="base64"/ >
<nmodul e-opti on nane="unaut henti catedl dentity" val ue="guest"/>
</l ogi n- modul e>
</ aut henti cati on>
</ security-domai n>

4. Paste in the configuration LDAP and Active Directory before the default login module and uncomment
the XML as needed. The securi t y- domai n should now look like this :

<security-domai n name="squore-server" cache-type="default">
<aut hent i cati on>
<!-- LDAP | ogin nmodule -->
<I--
<l ogi n- nbdul e code="com squori ng. squor e. server. security. LdapLogi nModul e"
flag="sufficient">
<nmodul e-opti on nane="java.nani ng.factory.initial"
val ue="com sun. j ndi . | dap. LdapCt xFact ory"/ >
<nmodul e-opti on nane="j ava. nam ng. provi der.url"
val ue="1daps: // domai n-control | er: 636/"/ >
<nmodul e-opti on nane="java. nani ng. security. aut hentication"
val ue="si npl e"/ >
<nmodul e-opti on nane="baseCt xDN'
val ue="ou=peopl e, dc=exanpl e, dc=coni'/ >
<nmodul e-opti on nane="bi ndDN'
val ue="cn=admi n, dc=donmai n, dc=coni'/ >
<nmodul e-opti on nane="bi ndCredential" val ue="password"/>
<nmodul e-opti on nane="baseFilter" val ue="(uid={0})"/>

<nmodul e-opti on nane="r ol esCt xDN"

val ue="ou=gr oups, dc=exanpl e, dc=coni'/ >

<nmodul e-option name="rol eFilter" val ue="(menber={1})"/>
<nmodul e-opti on nane="rol eAttri butel sDN' val ue="fal se"/>
<nmodul e-option nane="rol eAttributel D' val ue="cn"/>

<nmodul e-opti on nane="user Conposi t eNane" val ue="cn"/>
<nmodul e-opti on nane="userMil" val ue="mail"/>
<nmodul e-opti on nane="user Organi zati onUni t" val ue="ou"/>
</'| ogi n- nodul e>
-->
<l-- Active Directory login nodule -->
<l--
<l ogi n- nbdul e code="com squori ng. squor e. server. security. LdapLogi nModul e"
flag="sufficient">
<nmodul e-opti on nane="java.nani ng.factory.initial"
val ue="com sun. j ndi . | dap. LdapCt xFact ory"/ >
<nmodul e-opti on nane="j ava. nam ng. provi der.url"
val ue="1dap://domai n-control |l er: 389/ "/ >
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<nmodul e-opti on nane="j ava. nani ng. security. aut hentication"

val ue="si npl e"/ >

<nmodul e-opti on nane="baseCt xDN'

val ue=" 0OU=User s, DC=EXAMPLE, DC=COM'/ >

<nmodul e-opti on nane="bi ndDN'

val ue=" CN=Adni ni st rat or, QU=Adm ni str at or s, DC=EXAMPLE, DC=COM'/ >
<nmodul e-opti on nane="bi ndCredential " val ue="password"/>

<nmodul e-opti on nane="baseFilter" val ue="(sAMAccount Name={0})"/>

<nmodul e-opti on nane="r ol esCt xDN"

val ue="OU=User s, DC=EXAMPLE, DC=COM'/ >

<nmodul e-option nane="rol eFilter" val ue="(sAMAccount Name={0})"/>
<nmodul e-option nane="rol eAttri butel sDN' val ue="true"/>

<nmodul e-option nane="rol eAttri butel D' val ue="nmenber"/ >

<nmodul e-opti on nane="rol eNaneAttri butel D' val ue="CN' />

<nmodul e-opti on nane="searchScope" val ue="ONELEVEL SCOPE"/ >
<nmodul e-opti on nane="al | owEnpt yPasswor ds" val ue="fal se"/>

<nmodul e-opti on nane="user Conposi t eNane" val ue="CN'/ >
<nmodul e-opti on nane="userMil" value="nmail"/>
<nmodul e-opti on nane="user Or gani zati onUni t" val ue="departnent"/>
</| ogi n- nodul e>
-->
<l ogi n- nodul e code="Dat abase" flag="sufficient">
<nmodul e-opti on nane="dsJndi Nane"
val ue="j ava: j boss/ dat asour ces/ squore"/ >
<nmodul e-opti on nane="pri nci pal sQuery"
val ue="SELECT password FROM users WHERE [ ogin = ? AND | ocal _account"/>
<nmodul e-opti on nane="r ol esQuery"
val ue="SELECT ' squore-user', 'Roles' FROM users WHERE | ogin = ?"/>
<nmodul e-opti on name="hashAl gorithm' val ue="SHA1"/>
<nmodul e-opti on nane="hashEncodi ng" val ue="base64"/ >
<nmodul e-opti on nane="unaut henti catedl dentity" val ue="guest"/>
</l ogi n- modul e>
</ aut henti cati on>
</ security-domai n>

5. Edit the security domain properties to reflect your setup (LDAP or Active Directory). The LDAP
administrator shall provide the following information:

> java.naming.provider.url: The URL of the directory server.
> baseCtxDN: The fixed DN of the context to start the user search from.

> bindDN: The DN used to bind against the Idap server for the user and roles queries. This is some DN
with read/search permissions on the baseCtxDN and rolesCtxDN values.

> bindCredential: The password for the bindDN

> rolesCtxDN: The fixed DN of the context to search for user roles. This is required to exist, even though
it is not used by Squore at the moment.

> userCompositeName (optional): the field in the LDAP account that Squore will import and user as the
user's full name.

> userMail (optional): the field in the LDAP account that Squore will import and user as the user's e-
mail address.
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> userOrganizationUnit (optional): the field in the LDAP account that Squore will import and user as the

user's department.
Note that for Active Directory, OU, DC and other keywords are all uppercase.

For more details on the JBoss AS configuration of the LDAP module and the more details about the
available options, please refer to http://community.jboss.org/wiki/LdapExtLoginModule)

6. Start Squore Server.

7. Login as administrator and configure the default group and profile information for users who log in for
the first time in the LDAP configuration section of Administration > System.

Note

Note: It is highly recommended to use LDAPS instead of LDAP. In the <I| NSTALLDI R>/
server/ standal one/ confi gurati on/ st andal one. xm configuration file, configure
the java.naming.provider.url property to use an LDAPS server. The URL of an LDAPS Server will look
like the following: Idaps://host:port/.

The java instance used by JBoss AS shall be able to check the certificate of the LDAP server. If the
LDAP certificate has not been signed by an "official" CA (self-signed certificate, or the company issued
its own root CA), please refer to Section 6.4.2, “Import a certificate”.

Tip
User accounts created before you configured the connection to the directory still exist and can still
log in.

Tip
If you need to authenticate users on more than one branch in your directory, duplicate the | ogi n-
nodul e block and change the baseCt xDN and r ol esCt XxDN accordingly.

Note

The login module used has changed in Squore 2014-A-SP1 to support the import of extra user
information, but you can still revert to the legacy authentication module if you are experiencing
compatibility issues. To do so, change the login module code attribute in <INSTALLDIR>/server/
standalone/configuration/standalone.xml from

<l ogi n- nodul e code="com squori ng. squor e. server.security. LdapLogi nModul e" fl ag="suf

to

<l ogi n- nodul e code="org. ] boss. security. aut h. spi . LdapExt Logi nModul e" flag="sufficie

For more details on keys and certificates management with the keytool utility, please refer to the keytool(1)
man page, or online documentation.

The system-wide keystore with CA certificates is a cacert file, which is located in the j ava. hore/ | i b/
secur ity directory, where java.home is the runtime environment's directory.

Note: the default password of the system-wide keystore is changeit.
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The Java keytool utility does not support importing a private key directly from a file. First convert the private
key into PKCS12 format, then merge that file with the Java keystore:

openssl pkcsl2 -export -in server.crt -inkey server.key -nanme conpany -
out file.pl2

keyt ool -importkeystore-srckeystore file.pl2 -destkeystore file.keystore
-srcstoretype PKCS12-destalias conmpany

To import a certificate into a keystore:

keytool -inportcert -keystore file.keystore -file file.crt -alias conmpany

Squore allows users to configure automatic sending of e-mail notifications at the end of an analysis. In order
to use this feature, Squore Server must be configured to communicate with an SMTP server.

Before you start, ensure that the following details are available:

> The URL and port of your SMTP server
> The username and password used to authenticate against the SMTP server

> The e-mail address that you want to see used in the from field of the e-mails.

In order to configure the SMTP server integration:

1. Edit<INSTALLDIR>/server/standalone/configuration/standalone.xml, find the sm p- ser ver element,
which by default looks like this:

<snt p- server out bound-socket - bi ndi ng-ref="mail-sm p"/>

2.  Complete the element to add in the username and password for the smtp server, and optionally turn
on ssl:

<snt p-server ssl="true" outbound-socket-bindi ng-ref="mail -sntp">
<l ogi n nane="user name" passwor d="password"/>
</ snt p-server>

3. Find the out bound- socket - bi ndi ng element with the nanme attribute mail-smtp and edit the
renot e- desti nati on sub-element as needed:

<out bound- socket - bi ndi ng nane="nmai |l - smt p">
<renot e-desti nati on host="I ocal host" port="25"/>
</ out bound- socket - bi ndi ng>

4. Start Squore Server.
5. Login as administrator and go to Administration > System.

6. Set the value of the FROM e-mail address for notifications, as well as the Squore Server URL to be used
in body of the e-mails, for example squor e@lonai n. comand htt p: / /| ocal host : 8180/ .
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Note
If you need more information about SMTP server setup in JBoss, refer to https://docs.jboss.org/
author/display/AS71/Mail+Subsystem

Squore allows notifying all users by e-mail when planned maintenance is necessary. If you have already
configured e-mail notification as explained in Section 6.5, “Configuring E-Mail Notifications”, follow these
steps to send a maintenance e-mail:

Log in as administrator.

Click Administration > System

Click on Notify users by e-mail.

H w N oe

Type a message subject and content and click Send to e-mail users.

The e-mail will be sent to all enabled users that have an e-mail address.

All the charts displayed on the Squore Dashboard have a unique URL, so they can be embedded into other
sites.

In order to find out what the URL of a chart is, follow these steps:

1. Loginto Squore and view the dashboard of the project you want to get information from.

2. Click a chart to view it.

3. Click the +icon in the bottom-left corner to view it in a new browser window or tab.

4. Copy the URL of the chart, as displayed by your browser.

The URL http://1 ocal host: 8180/ SQUORE_Ser ver/ squor e/ resource/ chart/

<CHART_UI D>. png. xht m is a permalink to this chart for this project version.

It is possible to extract some elements from the Squore dashboard and integrate them into a Confluence
page. This section details how to configure Squore Server and Confluence to trust each other and how to
extract the URLs to display charts.

In order to allow Confluence to connect to Squore Server:

1. Edit <INSTALLDIR>/server/standalone/configuration/standalone.xml
2. Findthesecurity-domai n element named squore-server.

3. Addanewl ogi n- nbdul e element, as shown below:

<security-domai n name="squore-server" cache-type="defaul t">
<aut henti cati on>

(...)

<l ogi n- nbdul e code="com squori ng. squor e. server.security. Trust edLogi nModul e" fl ac
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Restart Squore Server to take the new configuration into account.

Tip

Because Confluence does not offer a single sign-on mechanism or authentication delegation,
Confluence has to connect to Squore without using a password. This does not, however constitute
a security risk, as the Squore user still has to exist and be allowed to view the target project in order
for any information to be retrieved.

In order to allow Confluence users to add Squore elements, a Confluence administrator can create a macro
to make it easier to include Squore elements into a page. You can find an example macro below.

#it
#it
#it
#it
#it
#it
#it

#it
#it
#it
#it
#it
#it

Macro title: Squore Dashboard El ement | nporter
Macro category: External Content

Macro has a body: N

Body processing: No Body

Devel oped by: Squoring Technol ogi es
Date created: 2013/07/28

@aram squrl :title=Squore Server URL|type=string|required=true| desc=The Squore Ser
@aram sqport:title=Squore Server Port|type=string|required=true|desc=The Squore S
@aram chart:titl e=Squore El enent URL|type=string|required=true|desc=The URL of th
@ar am si zex: titl e=Squore El ement W dt h|type=string|required=true| desc= The Squore
@ar am si zey: titl e=Squore El enent Hei ght|type=string|required=true| desc= The Squor
@ar am version:titl e=Version|type=enuni enunVal ues=Current version, Last draft, Last

#if ("Last draft"==$paranversion)

#set ($pversi on="?versi on=| ast")

#el sei f ("Last basel i ne"==$par amver si on)

#set ($pversi on="?ver si on=l ast - basel i ne")

#el se

#set ($pversi on="")

#end

#set ($l ogi n=%acti on. renot eUser . nane)

<| FRAME franeborder="0" src="$paransqurl : $paramsqgport/ SQUORE_Ser ver/ XHTM./ Navi gat i on/
</ | FRAME>

The macro you added in the previous section should be available to other Confluence users as the form show
below from External Content.

Ref : SIM_Squore
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Modifier la macro ‘SQUORE Dashboard Element Importer’

SQUORE Server URL *
[http:fflncalhnst

. The SQUORE Semnver UREL

Apergu e,

SQUORE Server Port*
8180
The SQUORE Semver Port

SQUORE Element LUREL *
[a[)fl_z 10632 54 en B388608.png.xhi
The UEL ofthe SQUORE Dashhoard Element

SQUORE Element Wiclth *
1400
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The Confluence Squore form

Users need to fill in the following details:

> the Squore Server URL
> the Squore Server port

> the chart permalink (as retrieved according to the instructions in Section 6.7, “Embedding Dashboard
Elements”)

> the desired width of the chart

> the desired height of the chart

> the version of the chart to display (exact, last or last baseline)
Note

You can either link to the chart URL ending in .png.xhtml or .xhtml. Using the link to the xhtml page
allows you to display the chart's tooltips in Confluence, but the size of the iframe in Confluence has
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to match the size of the original chart in Squore. Using the link to the png loses the tooltips, but
allows you to set a different width and height than specified in the Squore dashboard.

Tip

You can add several charts on the same Confluence page.

Squore for TeamForge Integration does not require any additional installation procedure.

The connection module must be configured in the file <I NSTALLDI R>/ server/ st andal one/
configuration/standal one. xm by adding to the security-domain (name="squore-server") /
authentication section (before the Database login-module:

<l ogi n- nodul e
code="com squori ng. squor e. server. security. Col | abnet Logi nModul e"
flag="sufficient"/>

Restart Squore Server to apply the changes, and log in as administrator to finish configuring the integration via
Administration > System. In the Configuration tab, fill in the information in the CollabNet section according
to the values found in TeamForge.

> TeamForge Server URL (without / at the end), for example ht t p: / /| ocal host .

> TeamForge Server Name (will appear in Squore export format list), for example Teantor ge.
> TeamForge artifact default status at export, for example Qpen.

> TeamForge artifact default priority at export, for example 4.

> SvnEdge Main Repository URL, for example ht t p: / /| ocal host/ svn.

> SvnEdge Viewer (viewvc) URL, for example ht t p: / /| ocal host/ vi ewc.

> External System Id of SvnEdge (for ex: exsy1001), for example exsy1011.

Squore is integrated into TeamForge as a "linked application". Steps to add a Squore access to a TeamForge
project are:

Project Admin > Project Toolbar > Linked Application > Create

> Application Name: Squore

> URL: http://localhost:8180/SQUORE_Server/XHTML/Navigation/CollabNet.seam (+ parameters)
> Single Sign On Enabled: yes

Possible parameters are:

> squoreProjectld (the related Squore project Id)
> squoreVersionld (the related Squore project version Id)

> trackerld (The Id of the TeamForge project tracker)
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If the squoreVersionld is not defined, the last version of the project will be automatically loaded.
Some Examples: (if Squore is running on localhost and on port 8180)

> Squore project Id 13 (last version) and TeamForge tracker Id tracker1004
http://localhost:8180/SQuUORE_Server/XHTML/Navigation/CollabNet.seam?
squoreProjectld=13&trackerld=tracker1004

2 Squore project Id 13, Squore project version 14 and TeamForge tracker Id tracker1004
http://localhost:8180/SQUORE_Server/XHTML/Navigation/CollabNet.seam?
squoreProjectld=13&squoreVersionld=14&trackerld=tracker1004

In order to see all fields of the Squore defect reports after export, the corresponding TeamForge tracker
should have the following additional fields (individually optionals) with the "Text Entry" input type:

» SQ_Status

2 SQ_Since

2 SQ_Reasons

% SQ_Scope

> SQ_Artefact

> SQ_Path

2 SQ_Comment

The access to Squore is done through a new URL: http://localhost:8180/SQuUORE_Server/XHTML/Navigation/
CollabNet.seam

When clicking on the Squore tab in TeamForge, the TeamForge user is automatically identified into Squore.
If he is not a Squore user, the connexion is forbidden (error message).

The dashboard is shown and points directly on the specified project with the specified version. (or last version
if the corresponding parameter is not defined)

If the user is on the specified project, a new export format is available (name: see Section 6.9.1, “Squore
Configuration”: cnt f . server. nane). The export button will directly export the selected defect reports
under the form of new artifacts into the corresponding TeamForge tracker.

When visualising a source code, Squore retrieves the corresponding file using the viewvc application of the
CollabNet SvnEdge server without asking the user a login and a password.

To use this functionality, thecnt f . svn. url ,cntf. vi ewec. url andcntf. svn. exsy keys must be
correctly set in the configuration file
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If this functionality is not activated, the user has to use its own SVN login and password to access the source
codes from Squore.

Squore Server can be monitored with external tools on your network by connecting to administration URLs
to retrieve information about the status of projects and users on the server.

> Access http://localhost:8180/SQUORE_Server/servlets/state/sessions to get a report of the current user
sessions on Squore Server. The information is extracted as in CSV format as

sessi on; | ogi n; session start;client

> Access http://localhost:8180/SQuORE_Server/servlets/state/projects to get a report of the existing
projects on Squore Server. The information is extracted as in CSV format as

i d; proj ect nanme; nodel id; owner;creation tine;nunber of versions;|ast version;last

The possible values of the status field are:

> FINISHED: The version has been successfully created.
> WARNING: Some warnings raised during last creation.
> ERROR: The version has some errors.

> PROCESSING: The version is being created. When this status is returned, the current phase of the analysis
will be specified in the step field.

Note that in order to access these URLs you must be either:

> A logged-in user with the Administrator profile, in which case you can access the URL from anywhere.

2 Requesting the URL from the computer that runs Squore Server, in which case the information is available
without logging in.

Tip
By writing your own script that queries the monitoring URLs regularly and saving the output to a

CSV file, you can feed the information into monitoring tools like Nagios and monitor the health of
Squore Server.
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7.Sizing Squore Server and Database

This chapter provides information about the resource utilisation and impact of running a Squore server over
time.

The following chart shows that the Squore database growth is linear with regard to the project volume,
measured in terms of the number of artefacts (i.e. the sum of the number of files, classes, functions defined
in the project).

DB =iz impact
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The chart is an analysis of the evolution of the database size for a sample project consisting of:

> 250 files
> 2200 functions
> 40000 lines of code

The following chart shows a project’s evolution during three versions.

For the purpose of this benchmark, a fixed number of files were modified in the project, and the database
size evolution was measured after the new version was created.

This benchmark shows that the database size evolution is consistent with the project’s evolution through
time: each time a certain amount of project artefacts are modified, an equivalent amount of new database
entries are needed.
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DB size evolution
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For a medium-sized project (10 000 artefacts):

> 500 files
> 20 artefacts per files (class and functions)

> 50 base measures per artefacts

The database space required for the first project analysis is about 60 MB.

After 50 versions the required space is evaluated to 1.1 GB.

You can save disk space by keeping data files generated by Squore only for the last baseline version. This
behaviour is enabled by default and can be overridden either by using a setting in your <INSTALLDIR>/
config.xml, or by changing the behaviour for each project. This can be useful when you want to debug the
analysis data later.

> In order to save all data files for all versions by default for every project, open <INSTALLDIR>/config.xml
and pr oj ect s element as shown below:

<projects directory="path/to/data/fol der">
<dat a- provi ders keep-data-files="true"/>
</ pr oj ect s>

The behaviour is applied after a server restart, and the old files are deleted when a new version is created.

> In order to override the behaviour for a particular project in the web interface, check or uncheck the Keep
old versions data files box when creating a new version of the project or when managing the project.

> In order to override the behaviour for a particular project from the command line, use the parameter
keepDataFiles=true|false when creating a new version of the project.
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The amount of memory allocated to Squore Server has an impact on the overall performance of Squore. The
following chart shows the influence of available RAM on the time needed to import a large-size project into
the Squore database. This type of processing is normally the most time consuming in a typical Squore usage.

The test was performed with a project containing:
> 1,400,000 lines of code,

> 2,500 source code files,

> 21,000 functions,

> 1,100,000 base measures.

Running on a Windows Server 2003 64 bits machine, Squore is able to handle the project with 2GB of
RAM. It could also manage this project with less memory, but at the expense of performance. It is however
recommended to allow at least 4 GB of RAM to Squore Server. 8 GB may be required for large projects.
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Using projects of increasing size, the following chart shows how all stages of the Squore project creation
evolve linearly. These stages are respectively:

> Pre-processing: creating and managing the project data.
2 Computation: running the analysis model on the project data.

> DB update: importing the artefacts, the base and derived measures values into the Squore database.

These measurements are associated to a new project, which means that all objects are inserted into the
database. In the case of a project being updated (i.e. a new version of an existing project), only the new data
is inserted into the database, resulting in a much reduced DB update time.
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Appendix A. Reference pages

install — Squore install script

install [options..]data dir
install -C[options..]data_dir

install -Uinst_dir [options..]

Installs and configures Squore.

The most useful options when installing Squore are - b to open Squore to the network (accesses are restricted
to localhost by default, specify 0.0.0.0 to open the server to connections from all clients on the network), and
- k to deploy a licence file.

Alternatively, when upgrading an existing installation, use - Uto specify the directory to upgrade.

Squore data is stored inthe data_dir directory.

-C Configure files only, does not create any database schema. This option may be
used to reconfigure Squore after installation.

-Uinst _dir Upgrade the installation pointed to by i nst _di r.

-V Increase verbosity level.

-S Use remote PostgreSQL server. This option may be used to point on an existing
server (no cluster is created).

-P pg_dir Location of PostgreSQL executables.

-D cluster _dir PostgreSQL cluster directory to create (default: data_dir/cl uster).

-s size PostgreSQL shared buffers size, in MB. Defaults to 25% of the memory available
on the server.

-r dbns Supported DBMS vendor (default: post gr esql ).
Note: only post gr esql is supported at this time.

-h db_host Database server's host name (default: | ocal host).

-p db_port Database server's port number (default: DMBS dependent 4561 for postgresql).

-A db_adm n Database administrator name (default: DMBS dependent post gres for
postgresql).

-d db_nane Squore database name (default: squor e).

-u db_user Squore database user (default: squor e).

-N Do not prompt for a database user password during the setup process.

-X size Java memory allocation pool, in MB (Xmx option). Defaults to 25% of the memory

available on the server, with a minimum of 512 MB.

Ref : SIM_Squore Version : 15-A-SP2
Date : 07/10/2015

http://www.squoring.com/

© 2015 Squoring Technologies All rights reserved. This material may not be reproduced, displayed, modified or distributed without the express prior written permission of the copyright holder. Squore
is protected by an Interdeposit Certification registered with Agence pour la Protection des Programmes under the Inter Deposit Digital Number IDDN.FR.001.390035.0005.000.5.P.2013.000.10600.



duiis SQUORE

Installation and Administration Guide

-b bind_address JBoss AS bind address (default: | ocal host ). If you plan to use Squore from your
local network, use 0. 0. 0. O for the bind address. Otherwise access is restricted
to connections from localhost only.

-0 bindi ng_of fset JBoss AS binding port offset (default: 100). This number is added to the default
(8080 for http) to calculate the set of ports used for Squore Server. An offset of
100 means that Squore is accessible via http://localhost:8180/SQuUORE_Server

-T tnp_dir Squore temporary directory (default: / t np/ squor e)

-k squore- Squore licensing key.

|'i cense. p7s

data dir The Squore data directory, where Squore data is stored. That is, the database cluster

(when managed by Squore), projects related files, and backups.

sqexport.pl — Squore export utility

sqgexport.pl [option..Jusers|[-r ]
sqgexport. pl [option..]groups[-m]

sqgexport.pl [option..Jversions-m[-| ][-u id_user ]id_node
sqgexport.pl [option..]versions-p[-| ][-u id_user ]id_project

sqgexport.pl [option..]Jartefacts-m[-R][--add-neasure neasure ..][-T type ..]
[-L level 1[-u id_user ]id nodel

sqgexport.pl [option..]Jartefacts-p[-R]|-r id_rvers ][--add-measure neasure
LJ[-T type ..J[-L level ][-u id_user ]id project [id vers]

sqgexport.pl [option..]findings-m[-Mneasure ..][-u id _user ]id _node

sqgexport.pl [option..]findings-p[-c[-R|-r id_rvers ]][-M neasure ..]J[-u
id user ]id _project [id_vers]

sqgexport.pl [option..]findings-a[-c][-r id_rvers ]id artid_vers

The sqexport.pl script connects to the Squore database and exports data into the CSV format.

This command extracts raw data from the database. That is, it does not read i18n files or model properties
to translate strings.

Columns common to the ver si ons ,art ef act s, fi ndi ngs exports are:

1. model_id - the database identifier of the model (verbose mode only).
2.  model - the model name.

3. app_id - the database identifier of the project (verbose mode only).
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app_name - the project name.
root_id - the database identifier of the root artefact (verbose mode only).

v_id - the database identifier of the version (verbose mode only).

N o u ok

v_name - the version name.

These columns are exported:

1. uid - the database identifier of the user (verbose mode only).

2. login - the login of the user.
sqgexport. pl users|[-r ]
This command exports all user information for all Squore users. The output contains these additional columns:

fullname - the full name of the user.
email - the e-mail of the user.

password - the SHA-1 of the user password, base 64 encoded.

H w N PR

department - the department of the user.

When the - r option is specified, the user profiles are exported instead. The output contains these additional
columns:

1. role_id - the database identifier of the profile (verbose mode only).

2. role - the profile name of the user.

These columns are exported:

1. gid - the database identifier of the group (verbose mode only).

2. group - the name of the group.
sqgexport. pl groups [-m]
This command exports all Squore groups.

When the - moption is used, group members are exported instead. Here are the additional columns in this
mode:
1. uid - the database identifier of the group member (verbose mode only).

2. login - the login of the group member.

These additional columns are exported:

1. status - the project's version status.

2. sl_rank - the (numeric) rank of the level of the project.
3. level - the level of the project.

4. app_name - The project name.

sqgexport.pl versions-m[-| J[-u id_user ]id_nodel

Ref : SIM_Squore Version : 15-A-SP2
Date : 07/10/2015

http://www.squoring.com/

© 2015 Squoring Technologies All rights reserved. This material may not be reproduced, displayed, modified or distributed without the express prior written permission of the copyright holder. Squore
is protected by an Interdeposit Certification registered with Agence pour la Protection des Programmes under the Inter Deposit Digital Number IDDN.FR.001.390035.0005.000.5.P.2013.000.10600.



duiis SQUORE

Installation and Administration Guide

This form exports all versions of projects that use the model identified by i d_rnodel . If - | is used, only the
last version of each project is exported.

Thei d_user isused to restrict output data, using access controls defined in Squore. If not supplied, versions
and projects are exported regardless of access control lists.

sqgexport.pl versions-p[-1 ]J[-u id_user ]id_project

This form exports all versions of the project identified by i d_pr oj ect . If - | is used, only the last version
of the project is exported.

Thei d_user isused to restrict output data, using access controls defined in Squore. If not supplied, versions
and projects are exported regardless of access control lists.

These additional columns are exported:

art_id - the database identifier of the artefact.
art_path - the path of the artefact.

art_name - the name of the artefact.

sl_rank - the (numeric) rank of the level of the artefact.

1
2
3
4. type - the type of the artefact.
5
6. level - the level of the artefact.
7

trend - the trend of the artefact, compared to the reference version (with - Ror - r only). Values are 'N'
for new artefacts, 'A' for artefacts that improved, 'v' for artefacts that regressed, and '=' for others.

8. *-the measure values, as specified with the - - add- neasur e options.

sqgexport.pl artefacts-m[-R][--add-measure neasure ..][-T type ..]J[-L level
]1[-u id_user ]id_nodel

Exports all artefacts of the i d_nbdel model, eventually filtered out by the - T and - L filters. Both
parameters of these options are identifiers of the types and the level, as specified in the model. This is possible
to specify types separated by a comma, or multiple - T options. Such types are then OR-ed.

Only artefacts that belong to the last version of projects are exported. If the - R option is set, the trend of
levels of artefacts is computed against the last but one version of the projects. By default, there is no trend
computation.

Use the - - add- neasur e option to specify the list of measures to add to the output. Use with caution on
large result sets.

Thei d_user isused to restrict output data, using access controls defined in Squore. If not supplied, artefacts
are exported, regardless of access control lists.

sqgexport.pl artefacts-p[-R|-r id_rvers ][--add-neasure neasure ..][-T type
..J[-L level ][-u id user ]id project[id vers]

This form exports artefacts of the i d_pr oj ect projectinitsi d_ver s version.Ifi d_ver s is not specified,
the last version if the project is used. Artefacts may be filtered out with the - T type and-L | evel
options.

The reference version to compute trends of levels of artefacts is either set with - R (use the version right
beforei d_vers),orwith-r id_rvers tosetan explicit version of the project.
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Use the - - add- nmeasur e option to specify the list of measures to add to the output. Use with caution on
large result sets.

Thei d_user isused to restrict output data, using access controls defined in Squore. If not supplied, artefacts
are exported, regardless of access control lists.

These additional columns are exported:

measure_id - the database identifier of the measure (verbose mode only).
measure - the external identifier of the measure.

tool - the tool name that produced the measure.

finding_id - the database identifier of the finding.

art_id - the database identifier of the artefact.

art_path - the path of the artefact.

art_name - the name of the artefact.

® N Uk WDNRE

art_location - the location of the finding, within the artefact.

In counting mode (see - C option), these columns are exported instead:

measure_id - the database identifier of the measure (verbose mode only).
measure - the external identifier of the measure.

tool - the tool name that produced the measure.

1

2

3

4.  count - the number of findings in thei d_ver s version.

5. delta - the variation of findings fromi d_rverstoi d_vers (with - ¢ only).
6

* - there is one additional column per scale in the model for this measure.
sqgexport.pl findings-m[-Mnmeasure ..J[-u id_user ]id_nodel

This form exports all findings found in the model identified by i d_nbdel , using the last version of each
project.

One line is exported per localisation of findings (that is, there is one line per cloned artefact, for example).
Use the finding_id, which is unique per finding, to identity multiple localisations.

Use the - M nmeasur e option to filter findings per rule. Multiple rules are OR-ed.

Thei d_user isused to restrict output data, using access controls defined in Squore. If not supplied, findings
are exported, regardless of access control lists.

sqgexport.pl findings-p[-c[-R|-r id_rvers ]][-M neasure ..J[-u id_user ]
id _project [id_vers]

This form exports findings of the project identified by i d_pr oj ect found in the i d_vers version. If
i d_ver s is not supplied, the last version of the project is used.

Use the - M nmeasur e option to filter findings per rule. Multiple rules are OR-ed.
The - ¢ option turns on findings counting (grouped by the measure id).

Delta computation can be turned on with either the - Rto use the version right beforei d_ver s, or with the
-r id_rvers option to explicitly set the reference version. Available in counting mode only.
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Thei d_user is used to restrict output data, using access controls defined in Squore. If not supplied, findings
are exported, regardless of access control lists.

sqgexport.pl findings-a[-c][-r id rvers ]id artid vers

Exports findings of the i d_art artefact, and all its descendants, that exist in the i d_ver s version. The-c
option is currently mandatory, and turns on counting (there is no full listing of findings so far).

If - r is set, delta are computed against the i d_r ver s version. There is no delta computing by default.

These options are common to all export types.

-h host

-pport
-d dbnane

-uuser
-ffile
-ssep
-Sslices

-rid_rvers

-Ttype..

-L1 evel

Overrides the database host name.

Overrides the database port number.

Overrides the database name.

Overrides the database user name.

Set the CSV output file. If not specified, the output is written to the standard output.
Set the CSV separator. Defaults to the ';' character.

Specifies a subset of columns to write, starting from 0. The column numbering is computed
against the verbose mode, not the standard mode. Separate column numbers with the '’
character.

Turns on the verbose mode. Exports additional columns (mainly internal database ids), and
displays some SQL and post processing timings.

Turns on export at the artefact level.

Turns on export at the model level.

Turns on export at the project level.

Counts entries only, do not list all of them.
Exports the last version of each project only.

Set the reference version for delta or trend computations to the last but one version
of the project, from either its last version, or the user supplied version.

Set the reference version for delta or trend computations to the version pointed
tobythei d_rvers.

Filter artefacts of types t ype, which is the external id of the artefact type, as
specified by the model, like APPLICATION, CLASS, FUNCTION, etc. Types may be
coma separated.

Artefacts shall have the level | evel , which is the external id of the level of
performance of a scale, as specified by the model, like LEVELA, LEVELB, etc.

sqgexport.pl artefacts-m-T FILE-L LEVELG1

This command lists all artefacts of type Fl LE, that are rated LEVELG The scope of the search is limited to
the artefacts that belong to the model 1, which is its database id. There is no trend computation.
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0 CSV successfully generated.
2 Syntax or usage error.

*  The script failed. See stderr for an error message.
sqimport.pl — Squore import utility

sqi nport.pl [option..Jusers[-P]|-r]

sqi nmport. pl [option..]groups[-m]

The sqimport.pl script imports CSV data into the Squore database.

The script stops as soon as an error is encountered (SQL constraint violation, invalid input format, etc.), and
modifications are discarded.

sqi nport.pl users[-P|-r]
This command imports Squore users.

The CSV shall contain these columns (columns are mandatory, unless explicitly specified):

1. login - the login of the user.

2. fullname - the full name of the user.
3. email - the e-mail of the user.
4

password - the SHA-1 of the user password, base 64 encoded, or the password in clear if the - P option
has been specified (optional).

5. department - the department of the user (optional).

Users have additional properties in Squore, like the number of connections, the selected locale, etc. Such
properties are set to their default value.

When the - 1 is set, this command imports Squore user profiles instead. The CSV shall contain these columns
(columns are mandatory):

1. login - the login of the user.
2.  profile - the profile of the user.

sqi nmport. pl groups [-m]
This command imports Squore groups.

The CSV shall contain this column:
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1. group - the name of the group.

When the - moption is used, group members are imported into Squore, and the input file shall have these
columns:

1. group - the name of the group.

2. login - the login of the group member.

These options are common to all import types.

- h host Overrides the database host name.

-p port Overrides the database port number.

- d dbname Overrides the database name.

-uuser Overrides the database user name.

-ffile Set the CSV input file. If not specified, CSV data is read from the standard input.

-ssep Set the CSV separator. Defaults to the ';' character.

-n The CSV file does not contain the header line.

-Sslices Specifies the subset of columns to use, in the CSV input file, starting from 0. This can be

used to reorder input columns as well. Separate column numbers with the ',' character.

-V Turns on the verbose mode.

-m The CSV input contains group membership definitions.

sqi nport.pl -f users.csv users

This command imports users defined in the user s. csyV file into the database.

0 CSV successfully imported.

2 Syntax or usage error.

*  The script failed. See stderr for an error message.
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Running multiple Servers, 5
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